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Here's a sample message to the chat area. We hope you enjoy today's session, and we hope you'll have lots of comments and questions.
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Be sure to send your speaker questions and comments to EVERYONE, not to Steve Worona  or Presenters.
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If you experience technical difficulties today, please send _Technical_Help a private text message.
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This audio presentation, slides, and transcript will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.
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If the slides are not advancing properly, you may download a copy by visiting: 
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http://www.educause.edu/ir/library/powerpoint/LIVE1032.ppt
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http://www.educause.edu/ir/library/pdf/LIVE1032.pdf
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Twitter: #EDULive
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Before you sign off today, please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/live1032/ . Your reactions and comments are very important to us.

13:12
c w

Can you re-detail how it is that the value stored is derived from the fingerprint, but is not an image of the fingerprint, and cannot be used to reproduce the fingerprint? Thanks...

13:13
UDayton

Is the biometric pii data stored on a server or on the individual cards?

13:13
Lewis Watkins

For this application, why were cards eliminated as an option?  What would be the motivation to spoof access in this context?

13:14
UDayton

i'm sorry, i misunderstood the card part.  so i'll recharacterize.  would storing the pii data on cards eliminate the need for central storage?
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Please continue to send your questions or comments to the chat area and we'll get to them at the next break.

13:14
Tim Chavis

I haven't met him.  There IT is huge

13:15
Greg Russo

Except that it was stored and leaked in at LEAST one occassion

13:19
Bill Drummond

Biometrics aren't just tools - they are very personal.  Even a picture on an ID card is personal.  You need to be sensitive to that.

13:21
ShawnA

not all biometrics are equal,  understanding the distinction between one-to-one and one-to-many implementations is useful in understanding the least intrusive as mentioned

13:21
Bill Drummond

Do you think if you started with something more intrusive, say an embedded chip, you could have made biometrics easier to implement?

13:21
Bill Drummond

employee

13:22
Bill Drummond

We do it to pets...

13:22
ShawnA

hand geometry is one-to -many meaning it requires a primary identifier and the hand template is used as a pin of sorts to confirm identity not establish the identity

13:23
ShawnA

one-to-one can be reversed

13:23
ShawnA

as it is unique to the individual

13:24
ShawnA

an example of one-to-one is the fbi database of fingerprints

13:26
Bill Drummond

Testing!

13:27
Diane Duell

what about problems with injuries that alter a fingerprint or palmprint?

13:30
Greg Russo

It strikes me that there may be an element of overdoing it security wise if biometrics are used in confirmation of student IDs.  Recreational facilities?  Dining hall?

13:30
Greg Russo

that's a lot of expense and legal risk...

13:31
ShawnA

is does solves alot fo theft of service issues when compared to magnetic cards

13:32
Michael Jortberg / Acxiom

Biometrics(and other id techniques) are being used today in online education

13:32
ShawnA

fyi , hand geometry has been in use since 1980

13:32
Bill Drummond

There are strong reasons for adding biometrics - such as complying with the Higher Ed Reauthorization Act

13:35
greg

What risks do you see if the fingerprint is tokenized and hashed, therefore there really is no fingerprint stored

13:36
guest 2

so, is it possible and useful to use biometrics for very specific purposes and how do you ensure that the limited purpose sticks

13:37
Michael Jortberg / Acxiom

bio metrics are not unlike challenge questions - they are used deep within a process and technology..so it's not 'portable' to other applications

13:37
Michael Jortberg / Acxiom

so the use is very limited

13:38
ShawnA

hand geometry is mahtematically reduced to a 9 digit hash, which is satisfactory for a challenge but not unique enough to identify who it belonged to with any certainty

13:40
Bill Drummond

vendor - but at least a declared vendor

13:41
Michael Jortberg / Acxiom

random use prevents and 3rd parth generated quesitosn reduce ability to share...

13:41
Greg Russo

A remote student can easily sit for their iris scan and once access is gained, give the interface over to someone else to take the test for them.  

13:41
Greg Russo

real time camera stream or trust

13:42
Ken - LMU

But even with biometric technology it doesn’t stop someone from adding a second keyboard and monitor sitting on the floor (to get around a web cam) answering questions in a remote test environment at home.

13:42
guest 2

a biometric is not necessarily sensitive in and of itself

13:43
_EDUCAUSE_Help

Please continue to send your questions or comments to the chat area and we'll get to them at the next break.

13:52
Bill Drummond

Other types of institutions besides education must be grappling with this issue.  Do you know of any that are father along ithat we might learn form, for example health care?
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Don’t forget to please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/live1032/ . Your reactions and comments are very important to us.
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Thanks for attending! This audio presentation, slides, and transcript will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.
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Before you sign off today, please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/live1032/ . Your reactions and comments are very important to us.

13:59
Steve Rholl - St. Olaf College

Thank you Patrick and Karen!

14:00
Bill Drummond

Great session!
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