13:00
_EDUCAUSE Help

Here's a sample message to the chat area. We hope you enjoy today's session, and we hope you'll have lots of comments and questions.

13:00
_EDUCAUSE Help

Be sure to send your speaker questions and comments to EVERYONE, not to Steve Worona  or Presenters.

13:00
_EDUCAUSE Help

If you experience technical difficulties today, please send _Technical_Help a private text message.

13:00
_EDUCAUSE Help

This audio presentation, slides, and transcript will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.

13:00
_EDUCAUSE Help

If the slides are not advancing properly, you may download  the copies by visiting: http://www.educause.edu/ir/library/powerpoint/LIVE1114.ppt

13:00
_EDUCAUSE Help

Twitter: #EDULive

13:00
_EDUCAUSE Help

Before you sign off today, please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/live1114/ . Your reactions and comments are very important to us.

13:01
Karen Liotta 3

There is an ecko on the sound can you please fix it.

13:01
_EDUCAUSE Help

http://www.educause.edu/icpl/dmcafaq

13:02
_EDUCAUSE Help

@ Karen Liotta 3, If you are hearing an echo, it’s likely that you have opened the meeting room multiple times and therefore have 2 or 3 tracks of audio going. Please be sure to close any extra meeting windows to stop the echo. (Tip: If you have a number after your name in the Attendee List – e.g., Name 1, Name 2, Name 3 – you have 3 separate windows open.)

13:02
Rob Yawn

My audio is fine

13:02
Timothy Johnson - ATSU

good audio here

13:02
Jeff

short echo but fine now

13:05
Lucas Burke - Villanova CISO

This couldn't be more timely.  I was talking with our general counsel, dean of students, and cio about this yesterday

13:10
Monique A. Taylor

I cannot download the slides.  Will the slides be available after the webinar?

13:11
_EDUCAUSE Help

@ Monique, Let me check the slides now, also This audio presentation, slides, and transcript will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.

13:12
_EDUCAUSE Help

@ Monique, please use the link below to download the slides. Please note they will open in a seperate browser window. http://www.educause.edu/ir/library/powerpoint/LIVE1114.ppt

13:13
Lucas Burke - Villanova CISO

does 512a apply if the university supplies the laptops to the students?  students buy them, but the university fusniches and manages them

13:13
Lucas Burke - Villanova CISO

er furnishes

13:13
Jeff

it is leased

13:13
Jeff

not bought

13:13
Lucas Burke - Villanova CISO

bought, but through university it and is mandated as part of the tuition

13:14
Fran

please say more about from whom the Takedown Notices come from

13:14
Jason Rinne

What is a DMCA Registered Agent?

13:15
Matthew Dalton (Ohio University)

What if the take down notice comes to an old Registered Agent (retired)?  Do we still have liability if it is sent to the wrong place?

13:17
Rita Saltz

According to a recent webinar presented by Campus Technology (and speaker from Audible Magic), there actually are schools that have not registered under the Act and that DO throw away the notices.  I guess we do not know who they are.

13:17
Ron Thielen

Registered Agent = agent registered as the recipient of DMCA notices with the US COpyright Office - http://www.copyright.gov/onlinesp/list/a_agents.html

13:17
Rita Saltz

Also, The Audible Magic bloke stated that only 30% of colleges and universities have a designated agent registerd.

13:17
Lucas Burke - Villanova CISO

student is owner

13:18
Cathy @AU

Here is the link to the US Copyright Office to register as a DMCA agent and look to see who is currently registered. http://www.copyright.gov/onlinesp/

13:18
Walter Moore, Eckerd College

Would an instiution be within its Safe Harbor rights to research a DMCA complaint far enough to determine it would be covered under 512[a] and then throw away the notice?

13:19
Bill Emmel - St. John's University

STJ student owns the university issued after they graduate but they can also use their own personal laptops on the network.

13:19
Claudia Holland

As a DMCA agent, I am frustrated by inaccurate information provided by an enforcement group, such as RIAA, that results in false positive student IDs. 

13:19
Lucas Burke - Villanova CISO

thank you

13:19
Rob Yawn

That is a a marvelous question Walter Moore

13:20
_EDUCAUSE Help

 Please continue to send your questions or comments to the chat area and we'll get to them at the next break.

13:20
Tim Tolson (Univ of Virginia)

Is this URL the same one to use if you need to update the agent's name, address, or telephone number.

13:21
_EDUCAUSE Help

http://www.copyright.gov/onlinesp/agent.pdf

13:21
Cathy @AU

Tim, yes minus the "agent.pdf"

13:22
Tim Tolson (Univ of Virginia)

HI Cathy!  Thanks. 

13:23
Cathy @AU

my pleasure Tim!

13:23
Bill Emmel - St. John's University

If you call or write these organizations asking for clarity you never get a response.

13:23
Tim Tolson (Univ of Virginia)

Bill E. - that's been our experience as well.

13:23
Jason Rinne

That is my experience too Bill

13:23
Monique A. Taylor

Monique @EDUCAUSE HELPDESK: Thank you for the link to the slides.

13:24
Tim Tolson (Univ of Virginia)

Yea, welcome to the club. 

13:24
Jason Youngquist

we currently have RIAA notices sent to the whois  OrgAbuseEmail from the IP blocks that we own and track them down.  Why should we register as a DMCA agent?

13:25
_EDUCAUSE Help

@ Monique- You are welcome.

13:25
Rita Saltz

I've had good response from the agents filing the notices, but mostly via telephone calls.  Replies sometimes come to my e-mail.

13:25
Tim Tolson (Univ of Virginia)

Also frustrating to get mutliple notices that are all for same violation separated by a few seconds or minutes.  What's the point?  To accrue evidence for a law suit later?

13:25
Claudia Holland

According to the law, enforcement groups are REQUIRED to provide a valid contact. But, I agree, I never receive responses to my queries or comments.

13:26
KevinRGuidry

Are you even protected by the DMCA if you don't have a registered agent?

13:26
Lucas Burke - Villanova CISO

as a university that has received infringement notices as well as subpoenas.  some listeners may appreciate an explanation of the difference and the seriousness of the latter.  you can't simply ignore of throw them away.

13:26
Rob Yawn

Tim T. we don't act unless there are at least five notices agaist a student

13:26
Walter Moore, Eckerd College

@Tim Tolson - yes, I have the same problem.. numerous repeats of the same violation.

13:26
UWSP

A large number of notices are coming this week and last week - final week of classes and final exam week.  This happens each year. Any idea why?

13:27
Cathy @AU

For what it's worth. I've had good luck speaking with Jeremy Landis  - he signs all of the RIAA "Infringement Notices". I called Jeremy and he called me back.

13:27
Rita Saltz

When I see repetitive notices, ordinarily it is because a wireless (dynamically allocated) address is involved.  So it is good to have them as separate, as the same device may not always be implicated--even if only scant minutes separate the instances.

13:27
Tim Tolson (Univ of Virginia)

Have others gotten  combination DMCA take-down notices and pre-settlement offers in one email?  We've gotten multiple ones  this spring.

13:27
Claudia Holland

Does anyone here have fewer false positives if their infringement notice process is automated?

13:28
Rob Yawn

yes

13:28
Rob Yawn

to less false positives on automation

13:28
Claudia Holland

Haven't received any, yet, Tim.

13:28
Tim Tolson (Univ of Virginia)

Rita - yes, agree - but these are all the same external IP and resolve to the same internal IP (not that copyright holder can know that).

13:30
Tim Tolson (Univ of Virginia)

Mr. Stoch just mentioned it;  these notices are for pornographic movies.  Which if it's an employee opens up whole bigger can of worms.

13:30
Ron Thielen

We are automating our processing and have had a problem with PAT'd addresses.  Port/IP combinations get recycled so fast that  it is easy for a notice to be associated with the wrong  user.  It  is only possible to pflawlessly automate if you receive perfect information and we know that the copyright agent's clocks aren't always the same as ours.

13:31
Rita Saltz

When I used to see Titan Media notices,  they had an "amnesty site,"  and the "amnesty" was granted if the infringer actually bought (on VHS--that's how long ago--or CD) the infringed product, at retail price.  

13:31
Claudia Holland

Sounds like an "infringement chaser" similar to an "ambulance chaser"!

13:32
Tim Tolson (Univ of Virginia)

Claudia, that's my personal opinion as well.

13:32
Claudia Holland

Thanks, Ron.

13:34
Walter Moore, Eckerd College

I've heard about many institutions that punish students on the basis of DMCA letters - we've always held that this is an unproved allegation.

13:35
KDH

Isn't 512(i) - terminate the accounts of repeat infringers - required of all ISPs (i.e., 512(a, b, c) to limit liability? 

13:35
Walter Moore, Eckerd College

..and thus not sufficient grounds for adjudication..

13:36
Claudia Holland

I agree, Walter. Based on the F-Ps, I would not feel comfortable if my university opted to require students pay a fee if they are associated with an alleged infringement.

13:36
Rita Saltz

Walter Moore, you might be surprised at how many students (and others) are quite open about having infringed...and how many appreciate learning that they were (inadvertently) infringing!

13:36
_EDUCAUSE Help

http://www.educause.edu/HEOArolemodels

13:37
Walter Moore, Eckerd College

We require students to acknowledge that we have forwarded them the complaint, and we do punish them for failing to do so.

13:37
Claudia Holland

Rita, I agree. The students that concern me are the ones who say they forgot to "turn off" the shared folder.

13:37
Darren Fallis

Does something like http://www.bayu.umich.edu/ which detects P2P usage and informs the user, but specifically does 8not* look at content possibly put the University in jeopardy of losing Safe Harbor due to "prior knowledge", given that there are many legal uses and usage of P2P tech?

13:38
Walter Moore, Eckerd College

@Darren good point - Univ. of Florida's icarus program raises the same concern.

13:39
Walter Moore, Eckerd College

@Rita certainly true, but not something I can base campus rules on. 

13:40
Rita Saltz

Violation of copyright law has been a violation of Princeton University policies since before I arrived at Princeton (and that was 25+ years ago).

13:40
Rita Saltz

When I first came, the worry was a department that bought two copies of WordPerfect and wanted it installed on eight machines, perhaps.

13:41
Cody B, University of Alaska Southeast

what was the school with the engaging video for students? 

13:41
Lucas Burke - Villanova CISO

We are considering blocking p2p entirely on our campus.  Are there any legal considerations that we should be wary of?  Any others doing this today?

13:41
Ken Connelly

cody b:  that was Cornell

13:41
Cody B, University of Alaska Southeast

thx ken. 

13:42
MikeD

Lucas to you classify Bittorent as P2P

13:42
Lucas Burke - Villanova CISO

yes

13:42
Andy

Is there a time frame you must respond within?

13:43
Walter Moore, Eckerd College

Has anyone found a reliable appliance for blocking end-to-end encrypted bittorrent?

13:43
Tim Tolson (Univ of Virginia)

Andy - UVa is like Claudia at GMU. And yes, the yhave 3 days to respond.  See itc.virginia.edu/copyright for our student process

13:44
Claudia Holland

Lucas, I don't favor restricting legitimate uses of P2P. This is a dangerous, to me, path the entertainment industry would love.

13:44
Rita Saltz

"experitiously"

13:44
Rita Saltz

oops

13:44
Rita Saltz

expeditiously

13:44
Tim Tolson (Univ of Virginia)

I mean - our reasonable time frame we use is three days.

13:44
Carl J

"EXPEDITIOUSLY"

13:44
Tim Tolson (Univ of Virginia)

Three days for students, and three business days for employees

13:44
Lucas Burke - Villanova CISO

@Claudia yes, but I can't think of any.  Wow, *Nix distros, etc. all have alternate means of acquisition.

13:45
Gary

We use an IP pool so it is difficult to identify who had the address at a particlar time.  however Mac addresses are know.  Can we ask for a MAC address from the  notice agent?

13:46
Walter Moore, Eckerd College

@Gary they will not have any means of finding the MAC address unless the P2P client somehow exposes it.

13:46
Jason Youngquist

Gary, once the IP leaves your router, the MAC address would get stropped.

13:46
UDayton

Gary, wouldn't not being able to ID by IP create problems with respect to CALEA as well as DMCA

13:46
Jason Youngquist

er..stripped off.

13:46
Ken Connelly

Gary: The MAC address is only visible on the subnet where it exists.  The complainant won't have that info and won't be able to provide it.

13:46
Tim Tolson (Univ of Virginia)

@Jason - and that's a good thing, IMO

13:46
Lucas Burke - Villanova CISO

wow has alternate distros now

13:47
Jason Youngquist

@Tim, but with IPV6 that's a different matter..

13:47
Darren Fallis

Gary, you can correlate timestamp and IP from DMCA note with your DHCP logs, if you have access to them.

13:47
Tim Tolson (Univ of Virginia)

The other issue for blocking P2P is Linux OS uses P2P f

13:47
Cathy @AU

Is this discussion about block p2p? Did that violate safe harbor? I missed that

13:48
Todd Britton-La Verne

Cathy, he said it MAY violate the safe harbor provision under DMCA.

13:48
KevinRGuidry

I've never understood how "accepting and responding to DMCA notices" is "technology-based" ...

13:48
Cathy @AU

Thanks Tod

13:48
Cathy @AU

whoops Todd

13:49
Rita Saltz

neither have I, Kevin but it works for us!

13:49
Ron Thielen

@Darren, yes and no.  I hae heard annecdotal reports of notices where the timestamp was as much as 1/2 an hour off from the network event.  We regularly see them off by several minutes.

13:49
KevinRGuidry

@Rita It does seem like quite a loophole. :)

13:49
Tim Tolson (Univ of Virginia)

Mr. Storch - where can I find more information on the ACNF yo umentioned.

13:49
Lucas Burke - Villanova CISO

http://mpto.unistudios.com/xml/

13:50
Claudia Holland

Ron, how do you know the timestamp is off?

13:51
Ron Thielen

Detailed examination of netflows.  a very manual process.

13:51
_EDUCAUSE Help

http://www.educause.edu/icpl/dmcafaq

13:51
Tim Tolson (Univ of Virginia)

@Lucas -Got it. Thanks.

13:51
Claudia Holland

This would work against automation then?

13:51
_EDUCAUSE Help

http://www.albanylawreview.org/article.php?id=358

13:51
Darren Fallis

Ron,  yep, we have had those, it seems they are getting historical information from torrent trackers.  Systems that detect P2P like BAYU/RedLamba/AudibleMagic can help provide supporting evidence to help ensure that the notice is valid before forwarding?

13:51
_EDUCAUSE Help

Joseph.Storch@suny.edu

13:52
_EDUCAUSE Help

hlw9@georgetown.edu

13:52
_EDUCAUSE Help

Don’t forget to please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/live1114/ . Your reactions and comments are very important to us.

13:52
Dave Curry - The New School

@EDUCAUSE - Could the URLs for the ACNS system, BAYU, the Cornell video, and other things mentioned in this call be added to the FAQ?

13:53
_EDUCAUSE Help

@ Dave, thank you for the suggestion.

13:53
Walter Moore, Eckerd College

Do these schools you mention do any forensics? Or is the DMCA letter treated as proven?

13:54
Darren Fallis

We will sometimes get several complaints against the same IP in quick succession, alleging that they are 1st, 2nd, 3rd notice, etc.  Our Student Conduct Office collapses these into one incident, since there was no opportunity for a student to remediate their behavior.

13:55
Rob Yawn

@Darren Fallis us too

13:55
Claudia Holland

But I'm sure more DL is occuring toward the end of a semester. Would blocking P2P during a window of time work?

13:55
Tim Tolson (Univ of Virginia)

@ Darren -  we at UVa do the same thing. 

13:56
Tim Tolson (Univ of Virginia)

@Walter - we do not treat it as proven. We forwarded it to the person and ask.   99 out of 100 admit it was them.

13:57
Rob Yawn

@ Tim T.  us too

13:57
KevinRGuidry

Let's see how the Righthaven case plays out - it might answer this question.

13:57
Walter Moore, Eckerd College

@Tim I imagine so! But what about the person who denies the charge?

13:58
Walter Moore, Eckerd College

An important issue for us is the mechanics of network registration.. person a registered their wireless ap, person b used it and triggered the complaint.

13:59
Tim Tolson (Univ of Virginia)

@Walter,  the DMCA has provisions for how you to claim it's in error.

13:59
Tim Tolson (Univ of Virginia)

To Ms. Wachs or Mr. Storch speak to provisions of DMCA if you want to claim that alleged infrigement is in error or you hold the copyright

14:00
Walter Moore, Eckerd College

@Tim iun those cases we hold the registrant responsible, but we keep a record of it all in case there is a subpeona

14:00
Steve Rholl - St. Olaf College

Thank you very much.  This was very enlightening!

14:00
Rita Saltz

Here, policy says if you provide access for someone else (inside or out of the U), you are responsible for the use they make of that access

14:00
_EDUCAUSE Help

Thanks for attending! This audio presentation, slides, and transcript will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.

14:00
Marty Oppenheimer 2

During the last few months, we have been regularly receiving notices combined with settlement offers from an outfit named Copyright Enforcement Group, which represents porn copyright holders.  Do people think that is legitimate?

14:00
Tim Tolson (Univ of Virginia)

@Walter - yep, we do same.  

14:00
_EDUCAUSE Help

Before you sign off today, please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/live1114/ . Your reactions and comments are very important to us.

14:00
Cathy @AU

Thank you everyone!

14:00
Sam Storch

Thank you!!!

14:00
Walter Moore, Eckerd College

I hold that a theat of further action cannot come with the take down notice under the DMCA

14:01
Tim Tolson (Univ of Virginia)

Thanks very much to Ms. Wachs, Mr. Storch and Steve for a great EDUCAUSE Live!

14:01
Claudia Holland

Thank you all!

14:01
Walter Moore, Eckerd College

or rather, you can threaten, but it has no legal standing

14:01
Tim Tolson (Univ of Virginia)

Right - agree Walter.

14:01
Darren Fallis

Walter, we have a lot of those issues in our residence halls.  We have worked to educate our Student Conduct office of that possibility.  They refer the student to our helpdesk to help remediate the incorrect registration, and our ResNet website explains how to secure their wireless network correctly.    In these cases usually no one is held liable, I believe.

14:0
Todd Britton-La Verne

Goodbye all.

14:01
Sandi

Thank you

14:01
Tim Tolson (Univ of Virginia)

Thanks to all for stimulating sidebar converations

14:02
Walter Moore, Eckerd College

Great talking to you all & good bye....
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