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Good morning, everyone. Welcome to EDUCAUSE Live!. I am Joanna Grama, Director of the Cybersecurity and ITT GRC program here at EDUCAUSE, and I’ll be your moderator for today’s e-live webinar.
You are probably familiar with the interface for our webinar, but here are a few reminders.
We hope that you’ll make today’s session interactive. Use this Chat box on the left to submit questions and share resources and comments. 
And if you’re tweeting, please use the hashtag EDULIVE. That’s E – D – U – L – I – V – E.

If you have any audio issues today, click on the link in the lower left-hand corner of the box. And at any time you can direct a private message to Technical Help for support.
The session recordings and slides from today’s webinar will be archived later today on the EDUCAUSE Live! Website.

Now I’d like to introduce EDUCAUSE President John O’Brien to help mark today’s event. I’ll turn it over to you, John.

Thanks, Joanna. 
Good morning, everyone. It’s great to – to have so many people here to listen and learn together. But the critical role of an association like EDUCAUSE is to keep our members up to date on, you know, important trends or important developments, concerns, opportunities, anxieties. GDPR is probably all of these put together. So it’s an important topic for us to gather together and consider together.

Just as campuses know that we can accomplish more together than we can working individually, we are thrilled today to be working with our brother-sister association in the UK, Jisc, and I am particularly excited to welcome Andrew to our event here today.
With that, I’ll hand it right back to you, Joanna.

Wonderful. Thank you, John.

As John mentioned, our webinar today is Introduction to the EU General Data Protection Regulation. You may now this regulation as GDPR. In May 2018, the European Data Protection law will change. The new regulation aims to increase both the accountability of organizations processing personal data, and the information and control that individuals have over that processing. The new law applies to any organization processing personal data about people in Europe. It may, therefore, affect you if you are either collecting such data directly from individuals or receiving it from a European organization.

This online session will explain the new approach taken by the GDPR and the proposed e-privacy regulation which applies to networks and online services, the main areas of difference with prior law, and the changes GDPR will require to how organizations approach processing of personal data.

We are delighted to be joined by Andrew Cormack. Andrew is the Chief Regulatory Advisor for Jisc Technologies, the operator of the UK’s National Research and Education Network called JANET. Andrew joined Jisc in 1999 to run the network’s computer emergency response team, and he now focuses on policy and regulatory issues relating to the provision of networked services. He is a frequent blogger and presenter, and, having completed a Master’s degree in Computer and Communications Law, has written several peer-reviewed academic papers on law and technology issues.
In 2015 he was awarded the Vietsch Foundation Medal of Honor for his role in advancing trust and security within the European research and education sector.

And with that, let’s begin. I’ll hand it over to you, Andrew.

Thank you, Joanna, thank you, John, for the invitation to speak. And good morning to everybody else.

I hope my bio there makes it clear that I’m not a lawyer. My background is on technical – I – I suppose about 15 years ago started getting interested in the policy and legal side. The company encouraged me to do that to the extent of sponsoring me to do two law degrees. So nowadays I sit between the two worlds, which is a very interesting place. My Twitter bio describes me as being on the bridge. Sometimes it feels like I’m actually the fender when those two worlds meet together. But I hope it gives me a useful perspective on how technology and law interact, actually, in the real world rather than either in the pure world of technology or the pure world of law.

So, today’s session outline. A quick introduction to what the new legislation is. Some of the significant changes that it brings in because we have had data protection law since 1995. Some ideas on how to approach it. And then three concrete examples to try to make that a little more practical, explain what’s going on.
And at the end we should have time for questions and answers, so if you’ve got any longer-term issues, then we’ll try and cover those at the end of the session.

So, what we’ve got. The new data protection law is a regulation of the European Union. To its friends it’s 2016/679/EU. Because it’s a regulation, that’s a key word because it means it applies directly to every individual in Europe and every organization in Europe. Most law, certainly the previous data protection law, was a directive, which is an instruction to member states to create some law. It’s not itself the law that applies directly to individuals. So that’s quite a new thing on legislation as big as data protection.
As well as applying to every organization and every individual, even more unusually, this one claims to apply to organizations beyond Europe where they are either providing services to people in Europe or collecting data about people in Europe. So this was nicely summed up a couple of weeks back at a conference I was at by Freddy Dezeure, who used to work at the European Commission, as this is relevant to you if your organization, if your establishment is in Europe, if you are looking at individuals in Europe, or you’re looking at behavior in Europe.

A key point that even the UK government hasn’t noticed is this is people in Europe. It’s not UK citizens. So it’s EU citizens. So when you come to Europe, you acquire the rights to protections under this law. When I come to the U.S., I lose them. So don’t worry about EU citizens wandering around your streets. We don’t have a bubble of GDPR around us. But do bear in mind that the citizenship of an individual you’re talking to isn’t actually relevant for the purposes of this law.
As if that wasn’t wide enough, it even extends beyond that. Because if you or some organization is collecting data about Europeans, or is processing data about Europeans, and you are then taking data from them, they will be required by the law to ensure that the transfer to you doesn’t result in a loss of protection. So there’s even a third halo around this – around the legislation of these wider organizations who may be processing personal data on behalf of others.

I said we have had data protection law for, what, 23 years. The new law is about three times longer, it depends on the font when you print it out, and it will come into force on the 25th of May this year. And I tripped over a website earlier today which I think said that is 73 days’ time, so not long.

Quick question from Jim. It’s not retroactive. It applies on the 25th of May. It does not apply on the 24th of May.

What it isn’t, and apologies for the typo. I’ve had this slide for about three months, and I didn’t notice there was an “s” there where there should be a “t”. My wife looked at it this morning and went, that’s wrong. It should say what it isn’t. It’s not finished. By design there are about 50 areas in there that are delegated to member states to make their own minds up. 
One big issue for us, particularly the community that uses us, is research on personal data is left to individual states to decide.

Less – less of an excuse for the second reason it’s not finished, I think, the European regulators are still drafting guidance on this even though we have now got whatever it is, 72, days left before we are required to be complying with the guidance, and they may produce one yet. If – so I think a lot of organizations, certainly within Jisc, we’ve done this. We’ve given up waiting for the guidance, we’re just implementing what it says in the legislation itself. That’s hard. It may not be accurate. But we just don’t have time to do any more.
Also, even the regulators list of what they’re planning doesn’t cover everything. Big hole there that it doesn’t mention Cloud, which is are there any IT services on Cloud that really ought to be in there but isn’t.
Another area that isn’t finished is information relating to electronics communications. It’s (inaudible) phone where they’ve decided they need a separate regulation. They’re still discussing drafts on that. It might be finished this year. I’m not taking any bets on it. I would expect 2019 on that one. 
So this is not fixed law. This is likely to change continually.

Colin (sp), one minute will do. How long do people have to be in Europe? I suspect the moment you present your passport, this counts.

So, what does this cover? Everything in the scope of EU law. This is not like the U.S. where I know you have kind of specific laws. You have FIRPA, you have HIPPA, things like that. This is what, in Europe, they call a horizontal law. It covers everything. There are a few areas which typically wouldn’t – wouldn’t involve international activities at all where this might not apply, but if you are doing anything internationally (inaudible). Or anything that might be done internationally. 

It covers anybody who’s processing personal data. Processing is the word used in the legislation. That means everything from collecting, storing, using, even deleting personal data. Personal data is defined very broadly as anything related to identifiable individuals. And that doesn’t have to be directly identifiable, so it goes way beyond name and address. It would include, and there’s a recent case on this, even dynamic IP addresses. Probably ethernet addresses, though I don’t think anybody has been brave enough to try and explain those to legislators. RFID tags. Anything that has a persistent identifier associated with it and is likely to be attached to a single person.
Right. So there’s a query about what is the definition of Europe. Here it is the European economic area, which is the 27 member states plus – and this question I always have to prepare for – Norway, Lichtenstein, and Iceland. Not Switzerland. So not geographical Europe, and it’s a bit bigger than the European Union. So good question.

Encryption and pseudonymization are both recognized in the legislation as good things. But they are security measures. They don’t stop information being personal data. For pseudonymization, that’s kind of obvious. Once you’ve said that an RFID tag is – is personal data, anything pseudonymized is going to be personal data. My guideline – my guideline is anything where – that might be associated with a single individual is probably going to be personal data. Even if it doesn’t actually an identifier. It may be a sufficiently complex data record that there’s only one person there.
Yeah, it could really apply to the UK after Brexit. I would say, can we have several beers about that question. Huge unknown question there whether we will be – we probably won’t be – it’s been said that we won’t be in the European economic area by our politicians, so in that sense it won’t – they are just debating a law which would make it apply to some level within – within the UK after Brexit. So, yeah, huge question.

There are additional rules for what’s now called Special Category Data. It used to be Sensitive Personal Data. That’s things like health, race, religion, politics. Admission applications I think are my – one of my examples, and so we’ll cover to that. I hope!
And then there’s the draftee privacy regulation. At the moment there are actually three drafts of that because we have the European Commission, the European Parliament, the European Council of Ministers, each of whom comes up with related legislation, and they then go into a darkened room and decide which they’re going to settle on. That covers all data relating to communications, even if it’s not personal. So, very broad scope.

Why distill? Even if you’re not actually processing personal data, if you’re designing or building systems for other people to process personal data, then those users will want to know what features you’re providing to help them comply, especially if there are types of data that it’s not designed for. So if your security measures on your software aren’t up to handling sensitive-category data, then you – people will want to know about that.

Right, these are getting longer questions. (Inaudible) isn’t working out so the EU states (inaudible) the GDPR will apply to their employer because that’s the establishment being within the EU. And actually anybody, it doesn’t matter if they are in the EU since the U.S. citizen working in the U.S. for an EU employer will be covered by this.
One from Steve. Can you put in the questions for later, please? Thanks.

Main changed. Worth thinking about this. I work in a small building with a very small elevator, so the elevator pitch has to be very short. It’s – in the directive the main question was, what personal data are we processing? Under the regulation, it’s why. So, in the past we were just looking about what data is in our systems. We’re now saying why. Why are we collecting it? Why are we processing it? Why are we deleting it? When are we deleting it?
Something that’s unchanged, as a quick refresher. Under our current law, there are, depending on how you count them, somewhere between six and eight data protection principles. Processing must be fair. Which I think is quite similar to the fair information processing practices that actually originally came out of the U.S. many, many years ago.

There’s an idea of purpose limitation, so you must tell people what you’re going to do with your – with their data, and once you’ve told them, you can’t do anything that’s incompatible with that purpose.

Minimization. You must only use the – the minimum data that you can – through which you can achieve the purpose. So not collect any more than is necessary. But you must collect enough. The adequate is interesting.

Accurate and where kept update. Again, a principle. Storage limitation. Don’t keep data any longer than necessary, then either delete it or anonymize it. Oh, sorry, I got the first “p” wrong, Joanna.

Principle six. Process in accordance with the data subject. Right.

This slide (inaudible) on later.

Must keep data secure, and they recognize that that’s a question of both organization measures and technical and this exports thing that when you export data from the European economic area, the protection must be equivalent.
So, particular areas that GDPR seems to focus on to me. Accountability is a big one. Data protection by design. Consent, which has existed in the past but is quite – there’s quite a new concept of consent. User rights. And security.

So, accountability is about understanding, documenting, I’d almost apply – add justify to that, the personal data that you’re processing. Why you’re processing. How – how long for. Who could get it from you. Demonstrate that you understand the risks that you are causing by that processing and what you are doing to manage them.
So this gets you into this idea of much more information life cycles, not just asset registers. And how users can monitor processing the data. You’re expected to build in from the start systems to let users know what’s happening.

There are six legal bases. Depending on which legal basis you’re using, you need to provide different information in a notice. And there are different duties that apply to you. And there may be different user rights.

One for overseas organizations, there’s no guidance here at all, I’m afraid. But what the regulation says is that you must appoint an EU representative, and that’s somebody in the EU who is subject to European Union laws. In circumstances where you offering goods and services to, or monitoring, people in the EU, there is a de minimus threshold for that, so if what you’re doing is only occasional, with little sensitive category data, so special category data, and it’s unlikely to result in a risk to the rights and freedoms, then you don’t need an EU representative. 
So no guidance on this. I suspect, you know, if you have – if you have an overseas campus in the EU, I think pretty clearly you do need to have some legal representative here. You’ve probably got that by the nature of having an overseas campus. If you’ve got a website through which anybody in the world can say I want to become a student, that doesn’t feel to me to reach the threshold. If you’re doing targeted marketing and recruitment, I’m not sure.  If you’re doing that, I’d be keeping an eye out for guidance on when you need a representative here.
Data protection by design. It’s from my bio. I’ve been in the security business for a very long time, and so for most of that time I’ve been saying build security in from the start. I now have to change that and say, also build data protection in from the start. Because the regulation wants you to demonstrate that you considered minimization, can you use anonymized data, can you use pseudonymized data. All these things – can you justify your processing at the early stage of design. If there are options in there for how much privacy can be – how much data can be revealed, they should be set to the most privacy protecting. The users, if they have controls, those controls must be to relax the privacy protection, not to increase it.
For large-scale processing, high-risk processing, high risk to the individual not to the organization, you are required to do a formal data protection impact assessment. There is good guidance on this on where the thresholds are. We’ve considered that our at-risk security activities where we’re monitoring traffic probably requires us to do a DPIA. And that’s – it looks like a risk assessment, but it’s the risk to the individuals, not the risk to the organization. How can you mitigate those risks? Assess the residual risk. And if the residual risk is high, then you may need to go and talk to the – your data protection authority.

Initially this is for new systems, but there is an expectation that we’ll roll it out to existing ones as well.

Consent. Quite a bit of change, and I suspect an even bigger change when looked at from the U.S. because I think you’ve always had a somewhat looser definition of consent than there has been in Europe anyway. Now it’s explicit that there are really tight conditions for consent to be valid. It must be free. This individual must have quite detailed information. What are the consequences of consenting or the consequences of not. You must consent by positive action. You can’t have pre-tic check boxes, you can’t say “unless you object.” Not allowed. One that’s going to be a challenge for the technology is that whatever technology you use to give consent, you also need to be able to withdraw consent at any time by the same technology.
I do like these people who are coming up with questions that are covered in later slides. Thank you, Scott.

Particular issues if you are trying to say, by using this service you consent. The regulation is quite explicit that is not allowed.

Not under compulsion. And the problem here is for things – relationships like employer-employee. And I suspect university-student. There is a presumption that there is compulsion there. So you will have to demonstrate quite – in a quite detailed way that you have thought, how do we avoid compelling the individual, putting any pressure on this individual.

Yeah, the EU website – the kooky stuff is actually being revised in the permissive regulation. I hope that’s going to change. It’s still quite aggressive.

If you’re using consent, you’ve got to keep records. Who consented when. How did they consent? Was it a tic box? Was it a script on the phone? And probably keep a record of what your privacy notice looked like right then so that you can demonstrate this is what they were told, this is what they consented to.

This is explicitly designed to be hard. Back in – eight, nine years ago when they started discussions on this, one of the explicit objectives was reduce overuse of consent. And the aim is to make you look at the other five legal bases, which we’ll come to. So my rule of thumb is, if consent looks really hard, it’s probably not the right way to do it.

User rights. There are rights to information. What about the processing? Some of the stuff we talked about under accountability. Subject access. If you’re processing my data, the presumption is that I am entitled to see what data you’re – you’re processing. There may be some exemptions, but they’re quite narrow. Under the GDPR, there’s a bit more data about the processing required in that than under the covenant’s directive.

Portability. Strange. Some people say this is a competition, antitrust law thing, about social networks. Locking you in by having all your data. And that this is actually required on social networks to allow you to port your account somewhere else. It’s not written like that. The text of the regulation applies it to everybody. So maybe it’s social access, but you get it as a spreadsheet. Maybe it is actually being required to facilitate the transfer of data between different organizations doing the same type of processing. Not clear.
Automated decision making. Even less clear. In some circumstances you can either ask for a human to review an automated decision, or there may – the past couple of weeks they’ve come up with interpretations which seem to suggest in some cases – you’re not actually allowed to make that decision by purely automated means. There would have to be a – a human there.

Yes, the age thing. I hope there will be a website about which age we pick. The UK is going for 13.

Service is not functioning, impossible without data. See slide in a minute.

The other right – right to (inaudible). Why would you not want to allow people to correct wrong data? That one, I – I – why does that one have to be a right? Yes, please.

One that’s got a lot of headlines is a right to erasure. Most often called the right to be forgotten, which it definitely isn’t. what it is, is a right that when the organization has no lawful basis for process, you can demand that they erase the data. If they have a right – lawful basis for processing, you can’t. So it’s much narrower than is often presented.

Right to object. Some of the legal bases, typically the ones where there’s a balance between your interests and those of the individual, you’re required to do that balance on a kind of average basis. The right to object is, this is me, please do that balancing based on just me, not the average. And if the balance comes out differently, stop processing. Again, tends to be overblown. It’s not a right to say stop processing.

The right to restrict processing is linked to those previous three, right to rectify, erasure, objection. If you have tried to exercise your right to rectify, erase, object, while the data controller is thinking about it, you can demand that they not do any other processing until they’ve resolved the other rights.
Security. Given my background, I really like this. GDPR is very strong on security. It mentions all sorts of good words. Encryption, pseudonyms, authorization, use names passwords, two-factor authentication. Things like that. Even exercises to test whether your processes work.

Strong idea about this, should be risk based, so high-risk data, strong security protection. Low-risk data, you may well have to justify weaker protections. And, again, this is part of the data protection by design thing. Build your security in.

There is a new requirement to notify if you have a security breach. And the security breach is again defined very broadly. Loss, alteration, disclosure, access to personal data. They are now saying that denial of services attacks. If they have an impact on an individual’s rights, that may well be a breach that requires notification.

Two levels of notification. If there is a risk to the rights and freedoms, then you have to tell your regulator within 72 hours. If there’s a higher risk, then you may have to tell individuals as well, though there’s increasing recognition that those time scales mostly mean to talk to the regulator first unless it’s blindingly obvious what the problem is.

And there is a very positive support for security, and it’s response.
Subject access. If you’ve written information about them, yes. Emails to and from the individual, they’re entitled to the information, not the email. And you have to remove personal data about other people. So emails are hard work.

Analytics. Probably, so long as they are – they are still personal data. 
AI, yeah. I’ve written papers on that. Rating nonautomated fashion. The – yeah, if somebody – if you do a calculation based on information that people have provided, that is their personal data and they are entitled to it unless it falls within one of the exemptions.
So, some themes to think about. We’ve done security, news, and rights already. Life cycles. This is my picture of what the Information Commissioner in the UK has said they had 12 steps. I put them into a project. And life cycles seem absolutely critical to me because without the life cycle, you can’t do breach notification because you don’t know how severe this is. You can’t do legal basis. Without legal basis you can’t do privacy notice, individual rights, process and consent.

IDS and IPS, there is one of the peer-reviewed papers that’s mentioned in my bio is about those. As I said, the GDPR in general is very positive about security. And as long as you do IDS and IPS right, you should actually be positively ticking boxes, not even in a worrying place.
Informational life cycles. Why we’ve got the information, what for. Right through the whole time that you’ve got the information and there’s how things go through the flow through your organization, through your system. 

This looks quite hard. It probably is quite hard work to get it, but there seem to be significant benefits because this is the same information that if you’re looking at a quality standard or an information security standard they will ask you to have anyway. So I would expect you to be – by having these informational life cycles, just to know more about your own use of information and be more efficient.

My suggestion is risk, security, breach requirements seem to come into this – naturally fall into this thinking. They’re a separate part of the law, but it’s my suggestion you think about those at the same time.
Legal bases. Let’s say consent, I think should be the last one you think of. The five that come ahead of consent all start with necessary. And necessary for contracts. There’s a question about how about a process or a service that I cannot provide without the information. Necessary for contract. Absolutely clear. No problem. You do have to do the thinking of is – is that information actually the least intrusive that I can use. And certainly UK laws, or English law, Scots law is different, takes a very lightweight view of contracts. Contract doesn’t have to be written on paper and signed.

Necessary for legal obligation. Necessary for vital interest. It’s called is somebody going to die if I don’t do this or be seriously injured. The ones not in bold I suspect are – they will turn up in universities and colleges, but not often.

Public interest. Nobody knows what that is about, particularly in the UK.

Legitimate interest is the one where security comes in. So the regulation specifically recognizes that you have a legitimate interest in protecting the secure and continued operation of your services. So here it’s – I think it’s quite a strong justification. As a directive – sorry – as a data subject, I really like it because you not only have to demonstrate that the interest you’re processing – interest you are pursuing is legitimate, that what processing is necessary for that interest, you also have to demonstrate that your interest is not overwritten by my fundamental rights and interests. So there’s this third test that doesn’t apply to any other of the bases. You may be doing something legitimate, the processing may be necessary, you may still not be able to do it. Under legitimate interests.

Complex (inaudible) activity you may have more than one bases. So if you are looking at a website, I’m sorry, what’s my example. Yeah. Sending you notifications about changes on my website. I need your email address. So that’s necessary for contract. To protect against comment spam, use legitimate interests. And if you want to have a profile picture, that’s consent because it’s not necessary in any way.
Exporting personal data. This one especially good for this presentation. If an organization is taking data about Europeans and exporting it from the European Economic Area, the organization exporting the data must be – must ensure that you don’t lose protection by that act of (inaudible). And I was thinking about this, and I think there are some general approaches and some ad hoc approaches. So the general ones is if a country is declared adequate, the – some of those countries you all recognize. I confess, I had to look up some of the top-level domains. But that’s all there are. Sorry, there’s a little bit of Canada because certain sectoring. It’s – I think commercial sectoring in Canada is okay, government and charity aren’t. From memory.

So some countries are not on there. Switzerland is the – the big one. Otherwise a very big hole in the middle of Europe.

Model contract clauses. If you had a contract with an organization outside the EEA, you can put pre-defined clauses into that contract that ensure protection.

Binding corporate rules. If you’re transferring within a corporate group, so your overseas campus might want to do staff admin or something back in the U.S., you can set up rules about – that apply to the corporate group and have those approved. That has been a very heavyweight process, but some of the big multinationals have done it that way.

And then there’s the privacy shield which is specifically for transfers to U.S. organizations that are regulated by the Federal Trade Commission or the Department of Transport. As far as I know that means not education, not finance, and not telecoms. But if you are regulated by one of those, you can self-declare that you are compliant with privacy shield, and an exporter should be okay.

Old consent. Yeah, Lisa. If you have already gathered information by consent, you have to go back and look at whether the consent process that you used then is compatible with the GDPR. So, since we didn’t know what the GDPR was at the time, I’m guessing you might – in most cases you probably will need to go back to consent.
So those are the general approaches. Oh, sorry! Ah, help, Technical, what have I done? Since I can’t see the slides anymore. 
I know the questions are getting pretty detailed now, but sorry, I’ve blanked my screen.

Hi, everyone. This is Joanna. Sean, are you able to get the slides back up?
Yes, Joanna. Bear with me here just a moment. We’re pulling them back up right now.

All right.

Okay. Thank you. Sorry if it was me.

Where are we on – oh, there was – um – 

Andrew, if you just want to wait a second – 

There was a poll taken – 

Oh, okay.

Yeah, I was going to try for the ques – there was a question. Fundraising has been a big question of debate in the UK that some of the universities here have gotten in trouble, not so much for fundraising, but for – they were doing wealth profiling. And the regulators didn’t like that. So if you are, you know, gathering information from people by consent, you know, if people want to have information from you, that needs to be consent.

You can – I think you can probably do some on legitimate interests, but the – the alumni marketers that I’ve spoken to tell me they want to use legitimate interests of 30 years. And my take on that is if it’s 30 years since I gave you my address, it probably isn’t going to be working. So I would try and move fundra – long-term fundraising relationships to consent.

Are we – have I got control of those? Yes, I have. I will try to and get back to where I was. Apologies for that.

Get back – here we are. Right. The ad hoc approaches. Stop trying to do clever things.

If an export is necessary to deliver a contract, so I’ve just booked a hotel in San Francisco, and I think this was asked earlier, you simply cannot do the contract without my travel agent in UK exporting my name to the hotel and said, look, please give him a room. So that one is allowed per, you know, tele-booking and things like that.

Free explicit informed consent to export is allowed. 
And there is a new one, so, again, somewhat poorly understood. If it’s in the compelling legitimate interests of organizations. Certainly I’m hoping this one works for security notification, so if my JANET Cert team discovers that we’re being scanned or attacked by a U.S. university, I really hope that we can send the IP address, the problem IP address, back to you. 
The regulation says it has to be only occasional, not repetitive, small scale. Fine. One IIP address per incident. It has to be balanced against the individual’s rights and interests. Again, I will export as little as I can. Actually since, in the security sense, this is mostly information that came from outside anyway, how much damage to your rights and interests am I creating by sending it back again.
There need to be additional safeguards. Agreements with the receiver. Agreements with – or if I’m minimizing data, if I’m ending pseudonyms, does the travel agent in San Francisco now fall under GDPR? No, because by the time I get there, I’m not standing on European soil. The data have been – once the data have been exported, you’re done.

So, some examples, a couple of which have already come up in questions, so that’s good.

Students’ recruitment by a non-EEA or a U.S. institution having done EEA already. I looked at this at various stages. So if you are marketing, you will need opt-in consent to send emails, to send – to make phone calls. If you’re doing postal marketing, it will be opt-out and continue to be opt-out. That’s under the privacy rules in addition to the GDPR. So if you’re recruiting by email, you need opt-in consent. Make sure whether wherever you get your list from has obtained proper consent.

A student that applies and you go to enroll them. I think there’s an argument that this is necessary preparation for a contract, which is allowed. So I have (inaudible) on hotel basis, but, you know, if the travel agent actually has to contact the hotel about me first, including my personal data, it’s preparation for a contract. That’s okay. I know I’m trying to talk to a hotel in the States, therefore, an export is going to happen. But you do have to make sure you’re necessary – so minimal data required, and minimum process. If you want more than that, you need a separate consent.

Teaching. If you’re teaching online, then probably the individual is going to stay in Europe. So here their data probably do continue to be covered by the regulation, would be my guess. You can probably cover that by necessary contracts, necessary (inaudible). But interest and then consent for externals for additional stuff that you can’t say, as a condition of acceptance you must consent. You have to decide, is this processing necessary, in which it’s necessary for the contract. Or is it not necessary, in which case it’s consent.
Teaching on campus. So you’re recruiting somebody over here who then gets on a plane and leaves EEA. Once – yeah, is it once they leave – I guess it’s once they leave European soil. So when I’m sitting in the plane over the Atlantic, GDPR no longer applies. So it’s just the enrollment data that you need to continue to protect. 

Okay. So you’ve got people taking online courses in the EU. Yes, I think that would definitely be covered.

Yeah, (inaudible), thank you.
Okay. That’s that example.

Federated access management. This seems to me to tic all the boxes. There’s a - we’ve got a really good story to tell about federated access management. The whole idea of this was data minimization. The original idea was that the individual asks their institution to authenticate them to a service provider. The institution doesn’t know what they are actually doing on the service provider. The service provider doesn’t know any personal data. All they need to know is this is somebody who is covered by my side license. And the pure case, that’s all we provide. So we do attributes. We do pseudonyms. As I say, we tic all the boxes.
The – what – we looked at necessary for a contract on this, but fitting that to the kind of three-or-more-party relationship just gets too hard. You end up having to pass information to and fro about is the user really covered by a contract, is the user free to consent.
What seems simpler is to say that it’s in the legitimate interests of the organization to authenticate to the service that the user has (inaudible) to use. It’s in the legitimate interests of the service to provide the service it’s being asked for. 
And because of the data minimization that we’re doing, the – the balancing test of the legitimate interests of the organization, which are generally actually in the interests of the individual, one of the problems is that there’s kind of an assumption in the law that processing is always harmful. And that – that’s not great. But the balancing test should almost always work.

Using GDPR, this could cover exports. So I’m hoping this works for the AI request and response. There are a couple of blog posts on that. I’ve had some queries, but nobody has provided me with a better way of doing it. And certainly the – the researchers’ standard quote of, or else we’ll use Google, to me is almost certainly a worse way of doing it from a privacy point of view. So I think we’ve got a really strong case there.
Additional data. You know, if I want the interface to say, hey, it’s Andrew to process my picture. Not necessary, but, you know, the interface can address me by name, fine, consent.
Security of incident response. The third example, IDS-IPS came up. Explicitly mentioned for the first time in Recital 49. And there’s a case in 2016 which actually said, oh, by the way, its response to security was a good reason for processing even under the current directive.

If you look at the breach notification duty, I can’t see how you can do that without an incident response plan.

Again, legitimate interests. What Recital 49 says. And applying that guidance – legitimate interests is almost the most analyzed of the six legal bases, and probably is. And it seems to fit really well with what we do in its response. So that’s the link to the full peer-reviewed paper on that one. It is in the Law Journal. My mother has read it. A number of incident response teams have read it and gone, this is readable. So, please, don’t run away because it’s a Law Journal. I hope it is accessible. One of the reviewers came back and said, I didn’t expect to be reading about passive DNA essence. So, yeah, showed it was a blind review, which is good.
There are various URLs there, which I hope will be available through the slides. And other than that, we’re on to questions. 
The – oh, the online applications. I – I hope it doesn’t insist on GO locations by peer addressees. I hope it’s around the level of, are you targeting that country. So, you know, if you’re putting up a website in German and you’re offering pricing in Euros, you are clearly trying to attract German, Swiss, Austrian students. If you’re putting – if you are priced in U.S. dollars, and you’re – it’s an accessible to anywhere website, and you happen to get European students wandering by, I hope – things will just get so horrible if they insist on that.

I think the other – 

Andrew - 
There were questions – yeah, Joanna, carry on.
Andrew, there were a couple of questions early in your presentation today that I – I think might be useful to discuss.
Um hmm.

The first was, if you could take a moment to talk a little bit about, if you feel comfortable, we have some questions from participants about the territorial reach of GDPR. And how concerned about GDPR enforcement and in compliance should U.S. higher institutions be when we rank it with other privacy and security requirements that we have to comply with here in the U.S. Do you have a feeling about that?

I would hope that actually the bigger driver – I think this cuts both ways – the bigger driver will be Europeans will expect to see you doing this. Irrespective of whether you are in – within reach of the regulators. So I would expect this to be a big benefit if you can present something on – also one other thing that isn’t in my CV, I’m also on the board of ORCID. And they have a fantastic privacy policy. It puts most European organizations to shame. And that’s a really great selling point. Yes, they’re a U.S. nonprofit, which a number of people go, ooh, they’re in the U.S. And I just say, look at their privacy policy and tell me yours is better than that. And nobody has ever come back and said it is. So I think there’s a huge sales point here.
Are you going to get fined? Are you going to get regulated? Not unless you do something really gross. A lot of this is clearly targeted at the Googles and the Facebooks and the Microsofts. Are the regulators going to turn round and say, oh, this university accidentally caught a European in their – in their recruitment. No. 
But, equally, there has been so much publicity over here of – that this new law is coming in and what the expectations are, actually it’s been over-publicized. So I would expect Europeans will be coming and clicking on your websites and saying, where’s the privacy policy?

(Inaudible) to know. The other question that got a lot of discussion early in your application was about the use of the common application. So many U.S. institutions use the common app to collect admissions applications online, and it – it’s kind of like a federated system if you’re not familiar with it.

Oh.

Will that lead to apply by GDPR when processing applications from EU residents? So should we be looking at the providers of the common app to be making some statements about GDPR and then how they provide that information back to you as higher education institutions?

Yeah, I – again, I think it would be a big – a good marketing thing if they do. Whether – whether they are required to or not, I suspect depends on this targeting thing. So, if you are actively coming out and saying, hey, we want students from Europe because the UK has just gone really Brexit. Now, UK is about to fall out of Europe. We’re being – our government is looking really hostile to EU people coming here. Students, migration, yeah. Read the news. It’s not good. U.S. university sees an opportunity. These are people who want an English-language education. If you’re actually going in targeting European students, I think you’re going to be expected to – to do – do this the European way.

And that’s very useful. And I think you said something that was very interesting. EU applies to a person when you look at where their feet are. So EU residency or citizenship doesn’t matter. If a person is located within the bounds of the EU covered by the GDPR, then they are protected by the GDPR.
Yes.

Is that correct?

Yes. Yeah. Physics. Feet on ground.

Okay. Super.
And one of our members asked, we have laws here in the United States where encrypting personal data takes it outside of the scope for things like breach notification. Is that the case with the GDPR?

Breach notification, specifically they do recognize that if you lose an encrypted laptop, they will then ask you, okay, where’s the key? Have you lost the key as well? If you can convince them that the – the decrypt is hard, you’ll probably be okay. But it is still – it’s a breach. It may be a breach with no risk to rights and freedoms. So you’re expected to log it, record it. But you may, if you satisfy yourself that actually this hasn’t created a significant risk because it was encrypted, and because you know where the key is, then you’re probably okay on that one.

And I was wondering if you could clarify something for me that I’m a little bit confused on. My understanding was, when I’m considering processing data from someone located in the EU, and they are giving me that data while they are in the EU, that I should very much look to the processing exceptions to see if any of my processing falls within one of those exceptions, like legitimate interests. But before I go down the consent route, because the requirements for consent are so specific, is that advice that you would give as well, so that when – 

Yes.

(Inaudible) how they process data, try to follow – 
Absolutely.

Exceptions?

Yeah. They’re not exemp – they’re not exemptions, there are six legal bases. I would definitely regard consent as the last one to look at. Because if – the moment you say something is necessary, then that sounds to me as if so I can’t actually refuse without detriment. Without significant detriment. Which is one of the test bases they suggest. So, yeah, look at the necessaries. Mostly they’re simpler. The individual rights are considerably easier to comply with than consent. You don’t have this must be able to withdraw as easily as you gave it. And if it’s necessary, you know, so long as it carries on being necessary, they can’t actually make you stop it.

Some of these, I know – I noticed you mentioned in the chat, I am running another session next Friday. Not at this time, I’m afraid. At a time for Europeans. But there will be a recording of that one which I hope we’ll be making public. And that looks in more detail at life cycles, legal bases, and privacy notices. So there was a question about privacy notices, privacy policies. That will be in the webinar next week. Which I think – oh, yes, which you just posted. Thanks, Sean.
And we’ve seen – we continue to talk about territorial reach and comparing the laws and regulations that U.S. higher education institutions are subject to with how we work GDPR into our regulatory reality. And you’ve probably seen that same discussion as well.
Um hmm.

With respect to enforcement, have you seen anything in the EU with any – any guidance on how enforcement might be considered?

There’s been some by individual regulators. The big unknown here is that the regulator – regulatory has swept changes as well. Because it’s a regulation, which has to be enforced centrally and consistently, there’s a whole new mechanism whereby enforcement has to be consistent across Europe. But, the member states are then deeply worried about giving up their own power to enforce. So there’s a huge political discussion going on about that.

Formally, the thing that will do enforcement from the 25th of May is the European Data Protection Board, which will only come into existence on the 25th of May and will start creating its own processes and policies then. So largely unknown.

There was – I’m trying to remember whether it was the UK Commissioner or at the moment the European regulators get together is a thing called the Article 29 Working Party, which is – there’s a link on that slide. One or other of those, I think, has just produced guidance on how they are expecting to look at enforcement. Though we had a meeting last week where we were comparing notes, and we discovered that there are some countries in Europe that have never issued a fine, even though fines have been possible since 1995, they’ve never issued one. In the UK, the maximum fine is 500,00 pounds, and we have had, I think, two four-hundred-thousand-pound fines already this year. So our regulator is actually fining mostly people who have large customer databases that they leave on deeply out-of-date websites. That’s where they get – they tend to get fined for just horrible security practices.

Um, thank you. And then, can – do – are there any really great resource pages, Andrew, that U.S. higher education institutions should be looking at for sample compliance plans, sample documents, checklists of what to do. We’ve shared the EDUCAUSE Resource page, which includes links to Jisc. But they are wondering if you are aware of some other things that we should be looking at.
Um hmm. Well, I’d have a look – the UK Information Commissioner is pretty good. There are checklists and things like that there. The 12 steps. I haven’t yet managed to get them to take out the idea of it as a project plan. But those 12 steps are there. There are checklists from everything from small to medium enterprises up on how to do this.

Article 29 Working Party is slightly more authoritive, but they have three websites in the last six months. And any of their old – I think any information before 2017, the official site for it is now in (inaudible) Archive, which is just gruesome. But you can get to it all from the URL there. They have some guidance on the – the Data Protection Impact Assessments. It’s quite good guidance on that. Breach notification, they just finalized guidance on. Though I don’t think it’s linked for some reason. So I’d look at them.

You said excellence. I’m not sure whether I’m allowed to plug my own blog. There are well over a hundred posts there on GDPR. Some theory, some practice. But I hope it’s all practical and useful what’s on there.

Super. I think that’s one of the things we’d like from you after the webinar today is a link to some of the White Papers and references that you mentioned.

And with that, we are at the top of the hour. Thank you very much for your discussion today, Andrew, and for engaging in the questions with our audience.

Oh, thank you.

Thank you to all of our participants for joining us today. This was a really great discussion. Before you sign off, please click on the session evaluation link which you are going to find in the bottom left corner of your screen. Your comments are very important to us.

This session will be archived on the EDUCAUSE Live! website including slides and a complete replay, so feel free to share it and view it again.

Join us for our next e-live on Thursday, April 12th at 1:00 p.m. Eastern time.

And on behalf of EDUCAUSE, this is Joanna Grama. Thank you for joining us today at EDUCAUSE Live!
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