Educause Boulder 3 Principles to Simplify the Complexities of Cybersecurity


Welcome, everyone, to today's industry and campus webinar, "3 Principles to Simplify the Complexities of Cybersecurity." This is Adam La Faci, Online Event Producer at EDUCAUSE. I'll be your moderator for today.
EDUCAUSE is pleased to welcome today's speakers, Arthur Brant and Greg Kovich. We'll introduce them in just a moment; but first, let me give a brief orientation on our session's learning environment.

The virtual room is subdivided into several windows. Our presenters' slides are now showing in the "Presentation" window, which is the largest on the screen. The tall window on the left is the "Chat" window, serving as the public chat space for all of us. We will hold Q&A until the end of the presentation, but we encourage you to type your questions into the Chat throughout the webinar.

If you have any audio issues, click on the link in the lower left-hand corner. That will give you a few troubleshooting options. At any time, you can direct a private message to "Technical Help" by clicking in the top right corner of the Chat pod. A drop-down menu will appear when you click there, and just select "Start Chat With" and "Hosts."

The session recording and slides will be archived later today on the EDUCAUSE website, so please keep an eye out for those as well. Now let's turn to today's presentation/

Cybersecurity in higher education is multifaceted and complex transcending technical, business, cultural and personal boundaries. They dynamic environment engages risk, compliance, mission governance and operations while invoking fear and resentment as it challenges the status quo. Suggesting that such complexities can be simplified may sound bold or naïve or both. While some can't see the forest for the trees, Abilene Christian University subscribes to three principles that simplify the complexities of cybersecurity: journey, limitations, and momentum.
First, recognize that cybersecurity is a journey not a destination. Second, understand that technical solutions have limitations. Third, feel momentum or lose it. In this webinar, our presenters will share examples of how these principles can help improve your campus security posture.

We're delighted to be joined by Arthur Brant, Director of Enterprise Infrastructure at Abilene Christian University in Abilene. At ACU, Arthur oversees the networking system, storage, telecommunications and security infrastructures. With more than 20 years' experience in higher education and technology, Mr. Brant has presented at national and international gatherings on topics ranging from mobile connectivity, social media, information security and emerging technologies. He has contributed to and authored articles for Acuta Journal, Network World, Mac World, and Campus Technology, and has served on committees and the Board of Directors for the Association for College and University Technology Advancement.

We are also delighted to be joined by Greg Kovich, Global Sales Leader for Education at Alcatel-Lucent Enterprise. Prior to that, Greg led the North American Education Vertical. He has over 20 years' experience in information technology, and Greg has created numerous education-specific solutions including the Fundamentals of Communications, a vendor-neutral course on digital network communications; Safe Campus, uniting emergency alerts with first-responder collaboration and mass notification; Secure Campus, allowing instructors to limit student network access to determined sites; and a Pandemic Education Continuity, enabling classroom instruction in the event that institutions are closed due to health or environmental crisis.
With that, let's begin today's industry and campus webinar: "3 Principles That Simplify the Complexities of Cybersecurity." 
Over to you, Greg.

Thank you very much, Adam. Adam, I don't have the slide.

[Pause]

Thank you.

Welcome, everyone. 
Thank you very much for that great introduction, Adam.

For those of you that aren't familiar with my company, we have been in existence for almost 100 years and since 1995 have devoted a large percentage of our R&D to ensure that we meet the challenges of higher education networking including security, network management and analytics. Today you are in for a treat. Arthur Brant, our main speaker from Abilene Christian University, has a real gift for breaking down complex topics; and today's content is an example of that.

Our topic today is about simplifying the complexities of cybersecurity. I'm not surprised that there's great interest in this topic. As you can see from my slide, EDUCAUSE has once again identified through their survey results that information security is the number one IT issue for 2018. For those of you that are in the audience, this shouldn't come as any surprise...especially for those of you who monitor Verizon's data breach incident reports. In fact, from the 2018 report, they've identified the following facts about the education industry.

First, that there were 292 reported incidents in 2017 with 101 confirmed data losses. The compromised data in those losses...the vast majority was personal information, at 74%, followed with 14% of a category called "Secrets," and then lastly is medical information, 11% of these breaches had medical information that was compromised. And those are just the breaches that Verizon has identified. They weren't even talking about the incidents out there.
Again, as you probably all know, higher education is constantly hit with denial service attacks and, especially for those campuses who have large research footprint, cyber espionage. Now, when we look at EDUCAUSE's results, they're great at providing bits of advice and guidance, including the importance of developing and maintaining a risk-based strategy; understanding that this topic is not just an IT topic but an institutional topic; and lastly, that the risks are multidimensional.

I know that Arthur is eager to share his journey with you. Before I hand off to him, I'd like to have your response to the following poll: "Where is your institution currently investing in cybersecurity: technical networking tools, like SIEM and scanners, routers, firewalls; technical client site tools, like antivirus; raising faculty/staff awareness; or, D, raising student awareness?

[Pause for responses]

I should have put an "All of the above." 
[Pause for responses]

Okay, Adam, I think we can end the poll. We've gotten a pretty good response here.

Gosh, Arthur, of course I would expect technical tools in there too; but I'm really happy to see "Raising faculty/staff awareness." Again, if you read of course EDUCAUSE and the Verizon reports, you understand that many of these breaches or incidents that happen are from internal...and mainly just missing a phishing e-mail.

Yeah, Greg, I would agree. I'm surprised and I agree with you; I wish we had that "select all that apply" option because I think many of us are investing in multiple (inaudible). But I agree with you; it's interesting to see that there's an increased awareness among the faculty and staff is getting some traction. I know that's something that ACU has invested in, in the last year; and I find it curious that increasing awareness among the students is sort of on that bottom side of the spectrum. My assessment is that it's difficult to increase the awareness of students...especially when you have the Millennials, who don't necessarily view privacy and protection the same way that you and I do who have been in this business for a while.

Well, Arthur, thanks so much. How about let's go ahead and let's explore your topic now. I think that everybody's waiting.

As the poll highlighted and the questions and responses demonstrated, cybersecurity is a complex endeavor. That complexity is accelerated by the number of Internet-connected devices, which Gartner estimates to be about eight million Internet-connected devices today. The complexity is compounded by the number of solutions, tools, mechanisms which we utilize to defend ourselves from cybercrime.

In fact, I read an article recently that Gartner suggests worldwide information security spending will reach $93 billion this year. I think the complexity is exasperated by the constant or consistent growth in cyber breaches. I read the 2017 Annual Data Breach Year-End Review, which was produced by the Identity Theft Resource Center. They indicated that in 2017, they saw a 44.7% increase in cyber incidents.
I was listening to a webinar recently, and I heard the figure that cybercrime is actually a $1.5 trillion ecosystem that generates that money annually. That's pretty daunting. I guess the question that I hope some of us are wrestling with is really...can we simplify these complexities? Is that just hubris? 
In the last couple of weeks I got some cold solicitation e-mails with the subject line that reads "Complexities are the Enemy of Security." I'll tell you at Abilene Christian University, I have to simplify these complexities because I am an army of one when it comes to somebody dedicated to managing information security at the University. 
When I compare ECAR data for private master's level institutions, one person tasked with information security is actually average, which is pretty interesting. While I may not be able to increase staffing or actually simplify the complexities, we have developed three guiding messages that have shaped how we talk about and approach cybersecurity at Abilene Christian University. And for the next several minutes, I wanted to share with you guys what these three messages are; and hopefully they resonate with you and hopefully will help you with your cybersecurity posture.

So a little bit about Abilene Christian University...ACU is a private selective residential university located in Abilene, Texas. That's three hours west of Dallas, and I'll come back to that hour measurement of distance. As mentioned, when referring to ECAR comparisons we are a master's level university that enrolls 4,500 students and employs 800 in faculty staff.

ACU likes to brag about three points, and we believe this is really representative of who we are as a university. That first point is our commitment to undergraduate education or teaching. We are a teaching university as opposed to a large research institution, and many of our faculty teach full loads. When professors do conduct research, they're actually usually accompanied by undergraduates who walk alongside the professors. Even our average class size of 20 facilitates an intimate teaching atmosphere.

The second point we like to brag about is our commitment to leverage or integrate technology. In 2008, ACU became the first university to equip a student with smartphones as part of a pioneering mobile learning initiative. Over the years, ACU has partnered with educational app developers, eTextbook companies, and even wireless providers to explore the potential and promises associated with mobile devices as a teaching and learning platform.
In 2010, ACU opened our Learning Studio, an interdisciplinary studio to empower and train students on communication skills necessary for a media-rich environment, which they both live now and will continue to work with. 

Finally, ACU focuses on student successes. Now, how do you measure student success?

Our graduates are accepted into medical school at twice the national average. Our graduates are accepted into law schools at greater than 90%. And a majority of our students actively volunteer in the community.

The fifth point on that student success is our student athletes have garnered 57 national team athletic championships, which is fifth most in NCAA history behind notable institutions such as UCLA, USC, Stanford and Kenyon State.

The first message I often try to deliver is that cybersecurity is a journey. Now, when I hear the word "journey," I think about getting into a vehicle and taking a road trip. Now, when I was a kid, I hated road trips. I hated it because my father never turned on the radio when we were traveling. I cannot tell you what a blessing it was once I got my first Walkman so I could actually have music while we traveled and ignore the siblings next to me and everything else.
The other thing that I hated about road trips is my dad didn't believe in stopping until we reached our destination. So as a parent, I've completely rebelled against that. When we take road trips with the family, I try to enjoy the trip as much as the destination. We make sure that we stop at restaurants we don't have at home. We enjoy planning detours along the way. Last summer we stopped at a college campus so that my high school daughters could take a tour. On several occasions, we've found a winery on the way for my wife to try the local varieties. And there's always a quaint coffee shop in an obscure downtown location that we need to visit.

Cybersecurity is a journey not a destination. Delivering this message of a journey is important because it reframes the conversation; and it underscores the fact that it's something that we can't necessarily do quickly, nor is it something that we can readily achieve.

I recently heard the CIO of Long Island University say, "Once you feel you have adequate security, you've lost." Have you noticed security practitioners shy away from stating that we are secure, as in a destination? Instead they state that we are more secure, as in a journey, where we are more secure from where we were just a couple of days ago or a couple of months ago or even a couple of years ago.
Now, how does this journey play out at Abilene Christian University?

I recently saw a tweet that Texans measure driving distance in time not miles. As it relate to ACU's cybersecurity journey, I suspect that we can measure it in years; and it often corresponds with how our network and the devices connecting to that network have evolved over the years.

For instance, when ACU first launched its campus-wide network in the late '90s, our security focus was on our Internet front door. In fact, around the turn of the century, when we were deploying the Internet in the residence halls and students were bringing desktops to campus, we went out of our way to enable these computers to connect to the network. In fact, we even had a program where we would come to the dorm rooms and install NIC cards in student computers at a nominal fee.

In 2005, following that nasty virus called "MS Blaster," we took our first steps to better secure the internal network utilizing a network access control, or NAC, solution. Also in that same year, in 2005, we partnered with Alcatel-Lucent to co-develop a quarantine engine that would detect viruses, or virus-infected computers, in the residence halls. We would quarantine these computers until our Student Help Desk techs could go visit that computer and clean it.

When we began deploying Wi-Fi across the campus...this was back in 2006...we successfully deployed a self-provisioning guest Wi-Fi, where the campus visitor had to provide an e-mail address or a telephone number in order to receive the guest log in credentials. And the guest Wi-Fi was limited to just Web traffic only. More recently, we've deployed a secure Wi-Fi network which encrypts traffic from the client to the Wi-Fi controller.

Today, with the number of Internet of Things that are connected to our network, we've suddenly transitioned from trying to spend all of our time onboarding devices to now we're trying to separate or segregate networks so that they don't cross contaminate each other. PCI was one of those things that really challenged us to say, okay, how do we limit traffic so that it doesn't traverse against all the other networks?

The other thing that the journey analogy provides us is that change takes time, resources, and patience; and rarely have I ventured on a journey with little or no planning. While I may not be going to the bank to get travelers checks, there are numerous activities associated with preparing to take a journey. The same is true with cybersecurity, and changes require time, resources and patience. These three items are interrelated. It's like a three-legged stool.

For instance, if you want to reduce time because we're short on patience maybe, this will require more resources. Likewise, if we're short on resources, this will require more time and could potentially test our patience. 
The other thing that the journey analogy, the journey message, allows us is it allows us a communication metaphor that we can speak up and down the organizational chart. 
This past January, I hired a security administrator. One of the things I tried to articulate clearly was that I didn't expect results day one. Instead, I needed them to get their bearings, assess the situation, identify problems they have observed and develop recommendations on how we could move the needle. 
When I speak to the vice presidents of the University or the college dean, I start out by sharing the progress we've made before I spell out the work ahead of us. When colleagues question the activities, priorities, solution selections, technology support, I often lay out our security roadmap and give them more context of where we're going and how we plan to get there. Being more secure is a journey not a destination, and this journey message helps to manage the impulses or maybe even anxieties associated with the things we aren't doing related to cybersecurity.

With this, I want to take a second; and let's do a second poll. This says: "Think about your cybersecurity initiatives. What threatens the change process?" Is the amount of time required for changes to occur or the benefits to realize? Is it the resources...which could include people, money, tools? Or is it patience...whether that's your own, institutional leaders', or maybe the campus community's?

I'll give a second for everybody to do that as I record mine. But I'll offer that I think right now for us at Abilene Christian University, it's that number "C." It's that patience, and part of that is that there is an growing anxiety among senior leadership about what it means to be secure and why aren't we doing more. 
Every time you hear about the restaurant Chili's and their credit card information being leaked, or whatever the latest article is about a breach, more and more people are getting impatient with why does this happen and what can we do. 
I think it's interesting that a vast majority say the resources are the biggest constraint or that's the biggest threat to the change process for cybersecurity initiatives. That's great.
[Pause for responses]

The second message I'd like to deliver is the fact that technical solutions have limitations. Have you ever found yourself sitting in a conversation and heard the phrase uttered, "Surely there's an app for that." 
Hopefully, you're not surprised by that because consider this...that there are over three-quarters of the U.S. adult population who own mobile devices. Then there's the statistic that there are five million apps in the Google Play and the Apple App Store. That doesn't even count the ones in the Windows App Store or the Blackberry App Store or your own Y brand of app stores.

As a technologists, do you find it curious that we often seek technical solutions to solve problems that aren't necessarily technically related?

A little over a year ago, ACU deployed a new travel solution end software. Over the last several months, the University heard lots of complaints related to how difficult it was for various groups across campus to use this new system. So to address this challenge, the group that deployed the travel solution came to IT and said, "What we want to do is we want to purchase an extensive Web overlay plug-in which would guide and explain to users how to use that system."

When we first looked at this, the challenge was that, wow, this purchase recommendation of this plug-in is only applicable to that one specific software. I can't really pivot or leverage it for anything else. And the cost was roughly an STE. From our perspective, at no point had there been broader campus conversations about how we can help the campus understand how to use that.

So consider this line from the January 2018 blog post on the Boston Consulting Group website: "Security is principally a human problem; and for that reason, it requires human fixes or tradeoffs. We need to nudge, to change the behavior of people who interact with increasingly vulnerable and ubiquitous technologies."

When I think about technical solutions have limitations, I think there are two prime examples of this. The first one is PCI compliance. When ACU started down that road toward PCI compliance, the committee formed to tackle this challenge included representatives from information technology and financial operations. At the first committee meeting, it was suggested that IT should own PCI compliance; and we, being IT, immediately pushed back this responsibility to the financial operations folks. Nobody wanted to grab that hot potato.

With regard to PCI compliance, IT's first charge was to limit scope not ensure compliance. For this reason, the committee elected to have the financial operations folks take ownership of PCI compliance. Contributing to that decision, the committee recognized that financial operations was already managing merchant transactions; so they were better suited to make the necessary demands and offer appropriate consequences if various departments didn't comply with the PCI regulations.

IT still has a fair amount of PCI/DSS compliance technical work. It's managing firewalls, segregating credit card transaction traffic, quarterly vulnerability scans and maintaining software patches. However, much of the compliance effort is non-technical in nature...things like maintaining policies, cardholder data environments and information security policies. It's training the merchants; filling out paperwork, such as those self-assessment questionnaires. My humble and a personal opinion is that technology is definitely a partner in achieving PCI compliance, but it shouldn't be the owner; and it shouldn't lead this effort.
The second example I give of technical solutions have limitations is phishing. My question: Is phishing a problem?
According to Wombat Technology's 2018 State of the Phish Report, 76% of organizations experienced phishing attacks in 2017. Researchers at proof points found that the click rate for small and targeted phishing campaigns for local portal service lures is a staggering 78.6%, higher than the broader service like Apple credentials or Dropbox credentials, which are usually below a 25% click rate. According to Verizon's 2017 Data Breach Investigation Report, 43% of breaches studied had a social engineering component. 
Now, the bright spot in all this...especially for those of us in higher education...is that Wombat Technology's phishing report found that only 10% of simulated phishing e-mails sent to users at educational institutions were successful. 
Now, while you and I may be inclined to beat our chest on that last one, then we found out in February that researchers identified 14 million e-mail addresses and passwords belonging to people affiliated with U.S. colleges and universities on the Dark Web.
Now, hopefully you and I recognize that many of these aren't necessarily credentials that were phished from our faculty, staff and students. Some of these may be associated with other services that were breached...like Adobe back in 2013 or LinkedIn back in 2012...where our faculty, staff and students used their institutional e-mail addresses as the username. The unfortunate part of that is that there is a little anxiety, a little apprehension, of those of us who have institutional security responsibilities when we recognized or we questioned...did those users use the same password on LinkedIn and Adobe that they used to open up their campus e-mail addresses?

Phishing and using the same password across multiple services and platforms are just two examples of where technology solutions have limits. Yes, I can provide security awareness training. Yes, I can enforce periodic password changes for institutional systems. I just can't completely prevent my faculty, staff and students from clicking the link on the phishing e-mail or using the same password across multiple systems.

So how do you address technical solutions that have limitations?

I mentioned earlier that in January, I hired a new security administrator. Our previous administrator retired after serving in that role for over 18 years. As many organizations do, when filling a vacancy, we review positions to see what changes we'd like to see in skillsets or responsibilities. Now, my previous security administrator had a tendency to do what I'd describe as "back office work." They excelled at log analysis, investigating suspicious activities, and managing the various security appliances which helped facilitate the University's security posture.

Given the opportunity to review and edit this position's responsibilities, we elected to find a balance between technical and non-technical work. In fact, we aligned the non-technical duties of this position and labeled this role as a "security advocate." 
So what does a security advocate do?

First, they serve as a subject matter expert for all things information security, which is a pretty daunting task given the amount of information that's available today. They review, recommend and maintain security-related policies and procedures. The position works with technical and non-technical departments across the campus to ensure appropriate steps are taken to maintain a secure computing environment.

They work with system administrators to perform periodic vulnerability assessments on server resources, and they work alongside with them to help mitigate those vulnerabilities. They work with our technology support specialists, who work directly with our faculty and staff and those desktop support folks to ensure that client patching is being addressed. They work alongside departments, wanting to leverage new applications or software to ensure firewall policies and application white lists are appropriately tightened so that department's purchases are functional. And they work with our Help Desk to provide actionable, practical advice, information and resources that can be disseminated through campus social mediums.

They conduct training to various groups across campus so that faculty, staff and, yes, even students are better informed about cyber threats. This individual also leads up taskforces or maybe even hunt teams or other programs to address security program deficiencies or determine necessarily what the next steps are to mitigate security risks.

The last thing I'll offer on this topic is that I find that technical solutions have limitations, but also technical people have limitations. Were you aware that historically the U.S. Marshals Office, in the West specifically, could deputize a posse of men when needed to capture a fugitive or perform other law enforcement tasks?

Today, the US Marshals Service still authorizes special deputization for fugitive apprehension or other Federal law enforcement tasks. However, individuals must meet strict requirements before they are eligible for special deputization. One current restriction is that individual must be employed by a law enforcement agency or other agency approved by the Department of Justice.

Recognizing that the scope and the breadth of cybersecurity is much bigger than what our Information Technology Department can handle alone, we have essentially deputized our faculty, staff and students to serve on the cybersecurity posse. The first line in ACU's security policy identifies that security of the University's systems and data is "a responsibility shared by all users of those systems." As you might guess, not everybody recognized this...that they've been deputized; so we still have lots of work ahead of us.

With that, let's stop for a second and let's take another poll: "What do you see as the current threat trajectory for your institution?" Is it the Internet front door? Maybe it's the malicious attacks initiated inside the campus by faculty, staff or students. Is it those incidents where data was accidentally exposed because someone lost or left a laptop unattended, or maybe some application had vulnerable code in it? Or could it be phishing? Or maybe it's the inadvertent download of malware and ransomware.

I'll give everyone a second to look over that long list and vote.

[Pause for responses] 
That's interesting. As you look at the live data coming through, it's that insiders accidentally or inadvertently sharing systems information is the higher one; and then phishing is number two. And there's only maybe a 4% variance between those two; that's awesome.
All right, I think everybody has had an opportunity to share.

The third message I'd like to deliver has to do with momentum; and it's the simple fact that momentum...you can either use it or lose it. 
One of the challenges I've had over the years is how do I measure cybersecurity performance. Performance measures or indicators are something I track each month. I look at system up time from month to month with our servers and our applications. I look at telephone system call volumes from month to month so I understand trends. I look at Wi-Fi associations from month to month. I look at bandwidth consumption from month to month. But I struggle to find an appropriate performance measure for security.

My previous security administrator once told me that if I don't hear from them, then security is performing as expected. You know what? As an IT Manager, I want more than a false sense of security because I'm not hearing noise. I will offer that after much pestering by me, we finally did identify one performance metric related to our security efforts. The metric was firewall connections per month; but, more specifically, the number of connections that were inbound from the Internet and denied by the firewall.

I'm sure it won't surprise this audience to know that we deny or block 99% of the inbound connections to our campus at the firewall. Unfortunately, that's just one data point out of the many potential which help to tell the story of ACU's information security efforts.

So there's a lot of discouragement, which threatens the institution's momentum associated with information security. Anytime someone on our campus clicks a phishing lure, it feels like we have to start over. The constant bombardment of phishing e-mails or logs indicating that our Internet firewall is being pounded by hackers attempting to break in...that's discouraging. 
The challenge by faculty and staff that we are somehow limiting their ability to do their job when we implement a precautionary measure, such as setting an inactivity log off timer on faculty and staff computers...and then it's the management by articles. Our senior leadership steady stream of virtual news clippings and suggestive webinars or cold e-mails that they get and they forward on to us from vendors who are attempting to convince the University that they are just one product, tool or service away from solving all of their security problems. All of these can leave security practitioners at our institution defeated.

My message for this discouraging individuals is to keep moving forward. Let's build on the successes and improvements already implemented, and let's work on what's next. Don't let security audits and assessments be measures of performance; but rather, let's let those be instruments of progress. Security is a pursuit of better not perfection.
In a similar vein, the messages I communicate up the organizational chart is that we are making progress to make the University better secure...not perfectly secure. I refrain from elaborating on all the variables that fall outside of our control which work against our efforts. Instead, I specifically focus on the most recent step or progress and the next step we are working to implement and when we anticipate it can be successfully rolled out. We can't cure cybercrime, but we can better protect the campus each day one step at a time.

Cybersecurity is complex and challenging. I have delivered three messages that aren't meant to diminish the complexity or the challenges of cybersecurity, but it's both to help us give a framework that we can use. At ACU, they are leveraged to provide context for how we are tackling these complexities and challenge. Hopefully, they've been useful as you consider how your institution is positioned to respond to cyber threats.

I appreciate your attention.

Greg, I think we might have several minutes for some questions and answers.

Well, terrific, thank you, Arthur. I think you did a terrific job. I love this journey and the way that you parsed it out like this. In addition, it just flabbergasts me...99% of inbound were denied by the firewall. It's just an incredible number.

I don't see any questions in the question field. So while we're letting folks gather some ideas, I'll finish this off with a little bit about Alcatel-Lucent Enterprise.
Again, I mentioned before that it's a company that's been in business for almost 100 years. If you would like to learn more about what we can do for higher education in security, please visit that URL. When you land there, you're going to find out about security credentials we've earned...including FIPS 140-2, Common Criteria Evaluation, Assurance Level 2, and several others. 
In fact, I also mentioned about the R&D that we've devoted to address higher education's networking needs. Some of those features that we developed include denial of service protection in our switches; OS hardening which, for those of you that have been following the US Search announcements, a couple weeks ago they mentioned that that there is a big concern about Russian hacking into both consumer as well as some enterprise devices with OS hardening that is going to be extremely difficult for them to do it on any large scale at our customers.

Another feature is something that we call "Unified Access," which is a policy-based security profile that authenticates and authorizes user devices, including IoT devices, for both the LAN and WAN. So it's a unified access. Mac X encryption from core to access is another feature that we have and many, many others. So I will –
Oh, Arthur, do you see the question here about GDPR?

Yeah, so what are you doing? And by the way, I don't think it's off-topic. I do believe that this is something that engages more than just information technology and security. It engages risk management and financial operations. What I will tell you right now is that we're assessing it. I think part of it is it's one of those mandates...like PCI...which says, hey, you've got to be compliant by this date. But they don't ever spell out what compliance means specifically, and now you get multiple impressions of what does that mean.

Let's be honest. We saw back in the day when CALEA came out; and they said, "Here's what CALEA mandates." And we all said, "Okay, what does that mean?

And they said, "You have to be mandated."

So it's like, okay, so how do we get there?

What I'll tell you is that we're having conversations. At Abilene Christian University not only do we have international students that come to our campus, but we have facilities over in Europe. We have study abroad locations. So now we have to assess how are we compliant with GDPR in those facilities. I will tell you that right now, our Risk Management Department s leading that effort to better assess that...how we are compliant and how do we get compliant.
As in who does the audits, I'm not really sure right now. We haven't really clarified whose responsibility that is. Again, I think this is partly an institutional decision not specifically an IT security decision of how best to tackle GDPR.

I hope that helped a little bit, Brad.

Arthur, I like the way that you tied that into CALEA. I do recall about ten years ago when voiceover IP was really becoming adopted around higher education; and all of a sudden it was...oh, we're going to have to have all of this equipment that enables somebody with a warrant to grab the content. That was concerning; but that worked out differently, which is good.

And GDPR, of course, is definitely a timely topic with it coming live next week. For those of you that have not seen that, there are several of the community discussions...or ListServs as they call them...from EDUCAUSE have had this topic and have also had links to different webinars that have been out there. Tambellini Group, I believe, is one that has been referenced quite a bit that has provided some guidance there.
I'm going to refrain from my comments on there as I represent my company, and I don't want you all to think that this is coming from my company. So please avail yourselves of those resources there. This is an important topic.

I think Brad brings up a great point...that cybersecurity, we get so focused on hackers coming in and data loss prevention; and yet there are so many other conversations and compliance challenges that we have to deal with. I recently queued up my security administrators to say, hey, look, we probably need to understand a little bit more about copyright infringement. We don't get the RIA cease and desist notices like we used to back in the master days, where we had to respond to students who were maybe illegally downloading or, shall we say – not that we did that Abilene Christian University – of sharing information or sharing (inaudible). 
Yet there's still an element there of, okay, what does copyright infringement look like; and is this under that veil?

I think one of the things that I think is really important, for especially those of us who have limited resources when it comes to cybersecurity, is that we have to avail ourselves of partnering with other departments across the campus. Whether that’s risk management, financial operations, we need to elevate the conversations about just information security. That's one of the reasons why one of our focuses is really that security advocates will recognize that we need to position information security to be a conversation that is campus level or institutional level...not just siloed in IT.

Number one, everybody is a deputy in the cybersecurity posse; but yet, everybody can't be the subject matter expert. So we're looking to help inform the conversations across the campus about what does it mean to be secure, what does it mean to be more secure, and how do we accomplish that and how does everybody participate in that?

So working directly with the Risk Management Department who manages cybersecurity insurance, working with the financial operations on PCI compliance, working with our food vendors who provide meals and everything and take transactions...whether that's cash value through the campus card or if it's credit card information...to making sure that, number one, we're not putting them at risk in PCI compliance and they're not putting us at risk in PCI compliance. It's that partnership that I think is required to help elevate the conversation of how do we get cybersecurity. 
Again, it can be daunting. There's stuff hitting us all day long. But being able to sort of, again, not lose site of the forest because of the trees but being able to tackle it one step at a time, one issue at a time and one challenge at a time.

Boy, I do not envy your task...all of you out in the audience there. It just seems like it's never-ending. Especially I love (inaudible)'s idea of the multiple layers that you can implement to help you. It just seems like then you throw in something like GDPR, which is truly a curve ball and is looking at not only security but also privacy.
Mm-hmm...and privacy is...I remember back in 2001 when we were deploying our "new" ERP system that we'd been using for the last 18 years; and privacy was a challenge. So what is privacy? What is PII? Is our banner number PII? So how do we leverage or how do we underscore what is private information or what is personal information, and then what is secretive information?

So that data classification is critical because, again, I see it with my own kids. I have a senior in high school who's coming to ACU next year. How do I elevate to her what is information that she needs to hold fast to versus what information she should feel comfortable sharing online?

My sister is a high school educational technologist in Atlanta. One of the things that she does is she focuses on the K through 12 market and really teaches digital citizenship. One of the things that she talks about is privacy and what information is critical to hold fast to; and that, I think, is really benefiting now as those kids who – I mean, we talk about they're Internet natives, they're digital natives. And yet, sometimes we don't understand that just because they're digital natives doesn't mean they understand every nuance and application when it comes out.

So there's still a responsibility for higher education...those of us in colleges...to be able to still train and provide awareness of all the threats out there and how to protect themselves.

One of the struggles we have is not just how do I protect the University and the University data, but how do I protect the University users? 
We mentioned already that there are lots of folks that are using their institutional e-mail addresses to sign up for services...LinkedIn or Adobe or whatever; and yet, we need to really elevate the conversation to say don't use the same password for multiple systems because if one gets breached, that potentially opens the door that they can get in and use that password on the institutional systems.

Yes, we can require changes to passwords every 180 days; but once they have a nugget, they typically can crack it. We don't variate, let's say, from our passwords very well simply because we have limited brain synapses which fire. So we keep the same password; we just change a letter or two. Not that I do that...I am totally different.

Oh, Arthur, I really truly appreciate your content today,

It looks, Adam...I think we've exhausted all the questions, at least in the question queue. I think that probably we should just wrap up then.

That sounds good...a huge thank you to both of you. It's been a great conversation and a really wonderful presentation today.

I think we'll move right into our wrap-up. Thank you to our participants as well. On behalf of EDUCAUSE, thank you for joining us and engaging in the session and the conversation.
Before you sign off today, please click on the "Session Evaluation" link, which you'll find in the bottom left corner of the screen. Your comments are very important to us, so we do appreciate your feedback before you leave.

The session's recording and presentation sides will be posted to the website later today. You can check back on the "Event" page for that information as soon as it's live; and please feel free to share it with any colleagues that you think would be interested in the content.

With that, on behalf of EDUCAUSE, this is Adam La Faci. Thank you so much for joining us today.
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