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	SOC Self-Assessment Questions




1. How Many Incidents (DMCA & Host Compromise) has Penn experienced over time?  (short time, e.g., 6-8 weeks (by week) and long time, e.g., 2-4 years (by month and/or by year))

2. What/where are our critical and high vulnerabilities (e.g., by School/Center) for prompt follow-up?

3. How are we doing addressing vulnerabilities in a timely manner?

4. [bookmark: _GoBack]What/where/when are ISC’s (Upenn’s Central IT support partner) vulnerabilities?

5. Is our Incident Handling Process Working?

6. Do we find compromises or do others tell us about them?

7. Are we addressing wireless/wireless compromises quickly?

8. What is the distribution of wired vs wireless compromises?  Of DMCA? 
9. Are we issuing disconnects in the event of non-responders, and are the offending systems being resolved?
10. Where do most of our disconnects occur (School/Center? Wired or wireless?)
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