Information Technology Security Program (ITSP)
at the University of Wisconsin-Madison

Definition

An Information Technology Security Program (ITSP) is an administrative program for an information system that provides the policy and procedural framework for building and maintaining the information security of the system.

Need

Ever Increasing Risk: 
Value of People and Institution,
Increasing complexity
Increasing motives
Ever Expanding Mandates:
Federal and State laws and regulations, Campus-wide policies

Key Design Factors

Make Administrative Overhead “Productive”: Good planning is the “good” kind of overhead

Focus on People: 
People make a System secure

Best practices or security technology only work if people use them
Key Success Factors

Efficient: Adopt an existing body of work that is: Inexpensive
Comprehensive
Expanding 

Comprehensive:
Addresses all major aspects of security

Encompasses entire system development cycle

Provides assurance to management

Continuous:

Protects investment

Avoids re-implementation

Iterative Development:
Templates improve after each implementation

Just-in-Time Development: Create templates as they are needed for an implementation
Collaborative Development:
We don’t tell folks what to do
We provide resources to help them do what they decide to do

Clearly Defined Roles:
Management

Security Administrators,

Application Developers

Users

Management Involvement:
Information security is Management’s responsibility
Adhocracy isn’t good enough any more
Specialized Management Roles:
Senior Management,
Middle Management & Supervisors,
Information System Security Managers,
Information System Project Managers
Inheritance: Reduce the amount of work by “inheriting” policy and procedures from superior units

Flexible Order of Implementation: Gaps can be plugged in any order to address the “crisis de jour”

Tied to System Development Cycle:
Organizes background activity
Development cycle events trigger security activity (not just “incidents”)
Initial “Lite” Implementation: Can be adjusted to fit the available resources
Assessment and Implementation

Step One - Review and Document: System Description: Business Need; Data Types; Identify Management, Administrators, Developers, and Users; Describe the Infrastructure

Step Two - Identify Assignment and Responsibility: 

· Management Security Procedures such as Risk Management, Life Cycle Management, Security Program

· Operational Security Procedures and Controls such as Contingency Planning, Integrity, Incident Response

· Technical Security Procedures and Controls such as Access Controls, Audit Trials

Step Three - Review Findings and Document

Identify Risks, Document Responsibility in Policy-Like Statements; Develop a Master Schedule
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Notes: -------------------------------------------------------------------------------------------------------------------
Part I is organized along the lines suggested in NIST SP 800-18, the planning guide.
Parts II, III and IV are organized similarly to NIST SP 800-26, the self assessment guide.
Parts V, VI, VII and VIII collect content into lists and provide additional details.
Section 1. Risk Management

Critical Elements:

1.1 Is risk periodically assessed?

1.2 Does management understand the risk to systems under their control and determine the acceptable level of risk?

2.1(a) Have the security controls of the system and interconnected systems been reviewed?

Definitions:

Risk Management is the ongoing process of assessing risk to automated information resources and information, as part of a risk-based approach used to determine adequate security for a system by analyzing the threats and vulnerabilities and selecting appropriate cost-effective controls to achieve an acceptable level of risk.
Acceptable Risk is a concern that is acceptable to responsible management, due to the cost and magnitude of implementing controls.
References:

NIST SP 800-26: Sections 1.1, 1.2, 2.1(a)
NIST SP 800-53: CA-1, RA-1, SA-1
1.1 Security Categorization

Definitions:

Security categories characterize information or an information system based on an assessment of the potential impact that a loss of confidentiality, integrity, or availability of the information or information system would have on organizational operations, organizational assets, or individuals.

Common Controls: Categorization of information by <data custodians>. Security categories and categorization guidelines of <superior units or shared systems and networks>. See: <references>.  [...If they exist, include the above. If inheriting policy and roles from another ITSP reference the ITSP and either omit the following or indicate how the implementation differs...]
Policy: The Unit interprets the formal or informal categorization of information by the Data Custodians and implements an operational practice that categorizes and handles information as:

· PUBLIC: easily accessible by the general public, and requiring no further authorization for release. Information available to the public via the Wisconsin “open records” law is not automatically categorized as PUBLIC.

· INTERNAL: widely accessible for “internal use” within a unit, the university or those associated with the university; and available for release to other persons with the approval of an appropriate member of management. 

· RESTRICTED: accessible only for specific uses by specific persons as approved by the Data Custodian; in many cases regulated by state or federal law; and available for release to other persons under limited circumstances requiring formal approval. 

Guidelines: The application of most security controls should depend upon which of the three main categories is assigned to the information or system component. When authorizations, information handling or other procedures differ, subcategories may be defined for particular types of information such as: RESTRICTED-STUDENT, or RESTRICTED-MEDICAL. Two subcategories: INTERNAL-SECURITY and RESTRICTED-SECURITY may be useful in controlling distribution of information about the security controls.

Roles: Management assures that staff handle information in each category appropriately. The Data Custodians formally or informally categorize information. The ISSM’s interpret the Data Custodian’s categorizations and provide guidance in recognizing information in each category. 
References:

See Section 8.0 Information Handing
NIST SP 800-53: RA-2

1.2 Risk Assessment

Definitions:

Risk assessment is the process of identifying risks to mission, functions, image, reputation, operations, assets or individuals, by determining the likelihood of occurrence, the expected impact, and the appropriate security controls to mitigate that impact.

Security control assessment is the process of determining the extent to which security controls are implemented correctly, operating as intended, and producing the desired outcome.

Common Controls: Risk assessment procedures of <superior units>. Risk assessments of <superior units or shared systems and networks>. See: <references>. [...If they exist, include the above. If inheriting policy and roles from another ITSP, reference the ITSP and either omit the following or indicate how the implementation differs...]
Policy: The Unit conducts periodic risk assessments, and updates those risk assessments whenever there are significant changes to the System or system environment. Risk assessment includes assessment of the System, connected systems, and outsourced services.

Guidelines: Each part of the System should receive an in-depth risk assessment at least once every three years. In support of security certification and accreditation: a comprehensive but less in-depth risk assessment of the entire System should at a minimum consider all the “critical elements”. Periodic or anticipated risk assessments should be integrated into the Master Schedule & Plan.

Roles: The ISSM’s recommend and Management determines the schedule & scope and appoints the assessors for all internal assessments. All internal and external assessments are reviewed and accepted by Management. Summary information is reviewed by the Sponsors.

References:

See section 5.2 Master Schedule & Plan

NIST SP 800-53: CA-2, CA-3, RA-3, RA-4, SA-9

Question Set Two: Risk Management

The objective of performing risk management is to enable the organization to accomplish its mission(s) (1) by better securing the IT systems that store, process, or transmit organizational information; (2) by enabling management to make well-informed risk management decisions to justify the expenditures that are part of an IT budget; and (3) by assisting management in authorizing (or accrediting) the IT systems on the basis of the supporting documentation resulting from the performance of risk management.

Risk management includes risk assessment; cost-benefit analysis; the selection, implementation, assessment and monitoring of security controls; and the formal authorization to operate the system. The process considers effectiveness, efficiency, and constraints due to laws, regulations or policies.

The goal of this section is to produce a policy-like statement that identifies who is responsible for developing, implementing and maintaining a risk management framework, who is responsible for qualifying/quantifying risk, recommending course of actions for mitigating or accepting risk and identifying who is responsible for reviewing and determining if the recommendation is appropriate for the risk. 
	Question
	Answer
	
	Output

	Is a Risk Management Framework (procedure) currently approved my management and implementing in this system?
	No
	
	· The System will identify and implement a Risk Management Framework.

· The Project Manager and Office of IT Security will identify and implement a Risk Management Framework.. 

· The project Manager will review and update the Risk Management Framework Once every three years. 

· The Office of the CIO will be responsible for approving the Risk Management Framework before implementation and approving changes.

· The Risk Management Framework will grant the authority to the Office of IT Security identify and assess risk and provide recommendations for risk mitigation. 

· Identified risks will be reviewed once a year by the Office of IT Security.

	Has it been determined that a risk management framework (procedure) is needed for risk management activities relating to this system?  For example are the governing factors such as laws, regulations, policies or management directives that require a risk management framework?
	Nothing currently identified, but it does mean that one is not needed. 
	
	· 

	Who is (would be) responsible for developing a Risk Management Framework?
	The Project Manager and IT Security
	
	· 

	Who is (should be) responsible for maintaining the risk management framework?
	The Project Manager
	
	· 

	How often should the risk management framework be reviewed?
	Once every three years
	
	· 

	Who is authorized for approving the framework and modifications to the framework?
	The Office of the CIO
	
	· 

	Who is (should be) responsible for leading the identification and assessment of risk and providing recommendation on how the risk should be addressed?
	IT Security
	
	· 

	How often should previously identified risks be reviewed?
	Once a year
	
	· 
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