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Network Management Constituent Group
Agenda and Notes
· Introductions

· We had great meeting in Seattle at the Sheraton Hotel on Thursday October 25th. There were approximately 45 people who attended this years meeting. We had a very lively discussion of a number of topics, including the ones listed below.
· Educause Services Update

· WIKI
· Still not a lot of interest shown in the idea of a WIKI.

· Web Conferencing

· Had discussion about this new feature and considerable interest was shown around the idea of using this to have discussions about hot topics on the mailing list, and some interest from a few participants as a means of using it in conjunction with the regional meetings, and with a quarterly report. We will investigate this further as soon as it is made available to the Constituent Groups.
· IP Address Management

· There have been several posts on the list this year around solutions for IP Address Management along with DNS/DHCP systems. The discussion centered on several different vendor solutions for managing all of these items. 
· Packages

· QIP from Lucent was being used by 1 school with generally good results, although there seemed to be some issues around the ease of upgrades and management.

· BlueCat IP Address Management was being used as the management platform of choice for 2 different schools.

· Standard Unix Systems were being used by 12 different schools. 

· Microsoft was only being used by two Schools.

· Cisco CNR (Cisco Network Registrar) was being used by only one school who was in the process of converting to Bluecat Systems.

· Infoblox were being used by at least two sites.

· There was also a lively debate centered on the integration of IPV6 or lack there of into several of these solutions. Considerable concern was vocalized about the apparent lack of improvement in the ease of integration with IPV4 implementations. 
· Emergency Alert Systems

· There was a very good discussion of what several of the schools are doing with SMPP (Small Message Peer to Peer) protocol gateways to get large volumes of SMS messages out to their student bodies during campus emergencies. 
There were three different applications being used by schools to send the alert messages to their students. Most were using specialized alert software. A few were using features in their VOIP phone systems as well. At least on school was even using their NAC system.
Multipurpose Alert Software
· 5 schools reported using Connect-Ed

· 5 Schools reported using E2Campus 
· 1 School reported using Rave Wireless

· 1 School reported using Flash Alert 

NAC Software
· 1 School reported using Impulse Safe 
VOIP Alert Software



Informacast is being used by 2 schools with both Nortel and Cisco

There is some variance in what kind of messages these systems can send out, but they include methods such as the following:

· Mobile phone (via SMS text message)

· Landline phone (via text-to-voice phone call)

· Blackberry

· Wireless PDA

· Text pager

· School email & personal e-mail accounts

· School Web page (via our Bulletin Board feature)

· Personal portal (My Yahoo, iGoogle or My AOL page)

· RSS reader

· Digital signage throughout campus

· Alert beacons throughout campus

· Loudspeakers throughout campus

· Public address or PA systems throughout campus

Schools reported between 20 and 60% sign up rates for students. The schools with higher rates were actively pushing the sign-up process during the registration process.

Alert System Administration

There was a great deal of variance in who was authorized to decide to send emergency alert messages by the various schools. The following is a list showing just how varied the groups are.

· Security/Public Safety

· Physical Plant

· Public Relations

· IT Director

There were at least six schools who were either contemplating or had already decided that they were going to use the alert system for non-emergencies as well. However, in general most school responses seemed to thing that using the system for non-emergencies could lead to student complacency and might lead to students opting out of the alert systems.
· E-mail 

· Spam Processing
This ended up being a very interesting discussion. While everyone seemed to agree that SPAM was still a problem and many schools reported daily SPAM mail hits in the millions, universally all the schools reported being very happy with the SPAM solution they had deployed. There were a wide variety of different solutions being used for anti-spam processing by the various schools. The only real issues mentioned were occasional delays in legitimate mail delivery when their system was undergoing particularly heavy attacks.
Spam Gateways
· Spam Guardian is being used by 1 school
· PureMessage is being used by 2 schools
· Roaring Penguin is being used by 2 schools
· Mail Frontier is being used by 2 schools
· Iron Port is being used by 1 school
· Mail Foundry is being used by 1 school
· Proof Point is being used by 3 schools
· Suffolk is being used by 2 schools
· Barracuda is being used by 4 schools
· Mimedefang is being used by 1 school

· Spamassasin is being used by 1 school

· Spam Handling Policies

There was quite a bit of divergence in how E-mail spam was being handled at the various schools. 

· 7 Schools reported that they Quarantine without user access

· 16 School reported that they Quarantine mail with user access

· 1 School reported that they automatically deleted the spam
· 1 School reported that they marked and passed spam

· Other Spam Security Procedures 

· 9 Schools are using RBL Blacklisting

· 2 Schools are using Greylisting 

· 22 Schools are blocking SMTP for everything but official servers

· 2 Schools are doing DNS Verification of source addresses

· 2 Schools have outsourced their student e-mail

· E-Mail Antivirus

· All schools are scanning incoming e-mail
· About 20% of the schools are scanning outgoing e-mail
· Network Security Authentication and Access Control
· NBA Network Based Access Control 802.1x Authentication
· 24 Schools are using 802.1x via Radius and no NAC
· NAC Network Access Control
· 26 Schools are using some form of NAC
· 2 Schools are using Tipping Point/Roving Planet

· 6 Schools are using Bradford Networks

· 3 Schools are using Cisco Clean Access

· 2 Schools are using Juniper

· 1 School is using Impulse

· 2 Are using Open Source/In House solutions

· 1 is using a SNORT

· 8 other schools are looking to implement

· All schools who have implemented NAC are using dynamic vlans. No one was using dynamic ACLs, primarily because it is a lot simpler to use VLANs.

· Captive Portals

Primarily being used to secure wireless networks, with a few schools using them on open access jacks as well. No one is using captive portals for wired network connections primarily due to bandwidth scalability concerns.
· 5 Schools using Bluesocket
· 2 Schools using Vernier

· 8 Schools using Open Source or In House Developed systems

· Network Security Intrusion Prevention
Looks like about half of the schools represented in the room are using some form of Intrusion Prevention somewhere in their networks, primarily at the campus border or edge connections.
· In House Managed Systems

· 2 schools are using IBM/ISS devices

· 2 schools are using McAfee Intrushield

· 7 schools are using Tipping Point

· 2 schools are using Nitro Security

· 2 schools are using Cisco IDSM

· 2 schools are using Fortinet

· 2 schools are using Juniper
· Outsourced Solutions

· 1 School has outsourced to Symantec
· Network Security Firewalls

· 22 Schools have campus edge firewalls
· 8 Schools are using host based software firewalls
· 10 Schools are using distributed firewalls at targeted locations
· All schools either require or strongly recommend workstation firewalls
· Network Convergence

The interest in convergence seems to have diminished at this meeting as compared with passed meetings. Some of this appears to be that to some extent with the prevalence of video streaming, public VOIP solutions such as SKYPE, and video conferencing running as simple applications on almost all networks today, one can argue that everyone is running a converged network. However, if you focus on distribution of campus production phone systems, cable television systems, or other primary systems it appears that there are two paths to Convergence.  Some schools are putting all of these services on the same physical network, but isolating them on separate layer 2 infrastructures which are either flat or have their own routing structure, and some schools are putting all of the services on the same layer 1, 2 and 3 networks.

· 8 Schools reported running thee layer converged networks.

· 9 Schools reported running on two layer isolated converged networks.

· 1 School reported that they are using virtualized networks on Frame Relay 

· 8 Schools reported that they are using virtualized networks on Metro E

A number of the schools reported that they were not running QOS on their converged infrastructures, but 4 schools reported that they were running ubiquitous QOS on all campus network segments.

· Traffic Management

· Packet Shaping
Several schools reported that they were doing some form of packet shaping at the campus edge of their networks. Primarily to reduce Internet bandwidth costs, but also to improve application performance. Most schools were generally happy with these solutions, however, all the schools using packet shaping reported that they were having issues with dealing with the fact that more and more traffic is being encrypted, and this limits their ability to shape by application since they can’t tell what application is being used. No one had a solution for this issue.
· 16 Schools reported using Packeteer

· 1 School reported using PacketLogic

· 1 School reported using NetEqualizer

· Capacity Planning and Challenges
· Bandwidth Quotas
· 6 Schools reported that they have started enforcing bandwidth quotas on student usage.
· Flow Analysis

· 10 Schools reported using Flow Analysis for usage reporting and for security analysis.
*Other subjects as desired

We ran out of time and didn’t get to any additional subjects this year. Probably a good sign that we hit the best ones with the list, but I am sure we will get a lot of traffic on the list after this discussion.

· Charles Wayne Hollingsworth, Manager, Network Planning, Georgia State University, chollingsworth@gsu.edu 

· Garret T. Yoshimi, Director, Technology Infrastructure, University of Hawaii, gyoshimi@hawaii.edu[image: image4.png]
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