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Access Management Survey – Themes and Common Threads

A number of themes emerged from the access management survey questionnaires. The themes are distilled into a few major categories below. The bulleted list are sub-themes derived from the responses.
Audience/end-users – An access management system should have a friendly UI and a high degree of usability, accommodating a wide range of potential users.

* accommodate on/off campus users

* accommodate loosely affiliated users


* friendly UI




* high degree of usability


* ease of use




* collaboration


* broad campus input



* requirement gathering

Architecture – The access management system should streamline management and help solve issues related to the substantial increase in the demand for groups and collaboration experienced by many institutions.

* substantial increase in number of groups
* outgrown existing architecture


* architectural flexibility



* streamline management

* standards support



* security


* authorization system



* home-grown vs. open source vs. purchased

Data – The access management system will leverage existing institutional data and make it easy to incorporate new data (mainly from end-users).

* leverage existing data



* gather new/additional data


* role-based access control
Policy/Auditing – An important part of implementing an access management system is the development of policies related to access control, ensuring that the system will do what we want it to do (audit and accountability) and defining the roles of central IT and distributed IT offices.

* policy-based access control


* audit/accountability


* policy support




* define local/central IT roles
Business Process – Implementation of an access management system will help people get their work done more efficiently, providing distributed authorization and control of the management of groups, and reduce the amount of administration required by the process.

* focus on people/how they get their work done
* distributed control/management of groups


* distributed authorization for groups

* reduced administration by local IT groups
Project Management – Effective access management systems are likely implemented in stages with broad campus involvement.

*implementation in stages


* broad campus involvement
Necessary Conditions for Group Management -- Question #5 in the survey asked about how colleagues at other institution would know when to consider access management initiatives. These responses provide a good set of necessary conditions to start group management:

· Multiple applications are using different sets of group access rights

· Multiple systems require common access information

· There must be the institutional will/desire to proceed

· A global identifier for users is in place

· An identity management infrastructure exists

· There is a need/demand to collaborate with other institutions

· There is a need to quickly provide access to electronic resources






