Making the Campus Web Safer – One Application at a Time
Abstract

A year ago, UT Austin identified web application security as an important initiative for developers.   As part of that initiative, UT developed an application security curriculum focused on the OWASP Top 10, drafted a set of secure coding guidelines, and began scanning applications to identify vulnerabilities.  This presentation will describe these efforts and the results they have yielded thus far.

Statement of the problem or issue

The University of Texas at Austin employs hundreds of programmers and developers. One of their primary tasks is to provide web access to the many services the university provides to its students, faculty and staff. From faculty and staff filling out time sheets, to high school seniors applying to Texas colleges, these applications provide easy access to the world’s population. They could also provide ease to hackers wanting access to university data. With hundreds of web programmers providing access to university services to tens of thousands of people around the world, security in our computing environment became a focus point. 
Networks and hosts are getting locked down. Attackers are learning how easy it can be to use web applications to communicate with a backend system. 
Description of activity, project, or solution

First UT identified two particular application security challenges:

· Limited knowledge of web application security and the OWASP Top 10 among the developer community

· Lack of automated tools for application vulnerability assessment
In Fall 2005, UT contracted with Aspect Security, Inc. to provide provided training on Developing Secure Web Applications. As a result of this training, immediate improvements were made to our central web publishing environment. 
Additionally, in fall 2005 the university purchased AppScan Enterprise product from WatchFire.  Over the next six months, we scanned central servers and applications and fixed numerous issues. 
In late spring 2006 an upgrade to AppScan enabled more effective scanning by developers on their own distributed servers. 
We trained developers on OWASP and the use of Appscan and provide consulting to these areas on how to create security scans. We also interpret reports and assist in remediation, if asked.  
In fall 2006 we began offering web application security training to campus developers. This 8 hour class is offered monthly and covers the following:
· The Nature of the Web

· Security Principles

· Security Vulnerabilities and how they can be exploited (OWASP Top Ten)

· Secure Coding Discussion

· Security Tools provided by the university
· Incorporating Security in the Web Application Development Process

· Data Classification
Outcome

Since the training by Aspect Security, Inc. and the purchase of AppScan, we’ve made the following improvements:
· Added additional restrictions to central redirect scripts
· Remediated numerous vulnerabilities in scores of applications
· Removed support of TRACE method on central server
· Changed central server configuration to deny access to certain backup files
Since we began offering our own web application security training, we’ve trained over 100 campus developers and scanned over 50 applications.
Importance or relevance to other institutions

Estimates range between 75% - 93% of web applications are not secure.  More and more of these applications are more and more complex. Application security must become part of the development process. At the same time remediating existing software must happen. Institutions of higher education provide web access to many of their services. These systems may be hiding security vulnerabilities. 
This project illustrates the activities the University of Texas at Austin engaged in to improve in web application security.  By learning how to write secure code, conducting automated scans of applications, and providing a forum where programmers can meet to discuss and learn about these issues we provide a safer web environment.
