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Standards Oversight Technology

Establish Effective Reporting and Communications

· From units within institutions to ISO

· From institutions to UT System CISO

· From CISO to Executive Officers, Chancellor and Board

Incorporate Information Security into Performance Evaluation Process for 

Executives, Deans, Department Heads and Faculty

Visit Institutions

· Promote Charge and Buy-In

· Assess requirements

Implement Two-Factor 

Authentication for System 

Administrators

Provide Guidance to Strengthen 

Institutional Policies for Encryption of 

Sensitive Data  

Proposal Evaluation and Contract 

Negotiation for ECCM

Implement Standard Risk 

Assessment Process 

Institutions Establish Server 

Registration Process

Phase Out FTP for Secure FTP

Establish an effective Technical 

Training Program 

· General User

· ISA and Technical Support

Incorporate Information Security 

into UT System Strategic Plan

Define Institutional Information Security Program and Reporting

· Define Information Security Program Bulletin

· Define Information Security Program Elements

Establish a Standard Risk 

Assessment Process

· Must address risks and compliance 

relating to TAC 202, HIPAA, GLB, 

PCI, BPMs 53.

Vendor Selection and Contract 

Negotiation for IT Forensic 

Services

Develop System-wide Information Security Compliance Program

· System-wide action, training and monitoring plans

· Institutional action, training and monitoring plans

Promote Institutional Information 

Security Working Groups 

composed of ISAs and other 

Outreach Activities

Establish Security Incident 

Reporting Guidelines

Outcomes

& Metrics

Merge Security Program Metrics 

into Existing Compliance 

Reporting Process

Determine Information Security Requirements and Needs for Next Fiscal Year

Establish an Information Security  Peer Review Program for UT Institutions

Define Security Program Metrics 

· Compliance with Action, Training 

and Monitoring Plans

· Program Effectiveness and Trends

· Incident Prevention

· Cultural Change

Send Letter to Institutions’ EOs: 

· Emphasize Information Security

· Solicit their Leadership with Faculty

Review and Approve Information  Security Working Groups Recommendations

*

Completion of ECCM Product 

Evaluations at UT Austin and 

UTHSC-Houston

Determine Tools / Services to be  

Provided as Shared Services

· ECM

· Training for ISAs and Programers

· Risk Assessment Tool

· UT Network IDS

Roll-Out Institutional Information Security Program and Metrics

*

Identify Final Core Group of ECM 

Participating Institutions

Establish a Committee to Oversee 

ECCM Deployment

Hire Information Security 

Architect

Establish Architecture for ECM 

Deployment 

Devise ECM Deployment Strategy

Purchase ECM Software and 

Hardware

Annual Revision and Maintenance 

of UTS 165

Define Information Security 

Program  Reporting Templates

Vendor Selection and Contract 

Negotiation for Technical Training 

Program

Establish Process to Administer 

and Promote Technical Training 

Program

Purchase Online Training Licenses

Develop Training for UTS 165

Deploy Security Incident 

Reporting Toolkit

· Guidelines

· Templates

· Security Incident Reporting Web 

Tool

Evaluate ISAAC Risk Assessment 

Tool

Roll-Out Risk Assessment Tool

Collaborate with Texas 

Universities to Update ISAAC for 

Higher Education

Define Training Requirements for 

CISO/ISOs

Roll-Out Technical Training Program for ISA, and Programmers

*

Establish Process to Implement 

UT Network IDS

· Obtain Funding

· Draft MOU

· Purchase Hardware

Draft and publish RFP for ECCM

Deploy ECCM Across Participating Institutions

*
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Roll-Out Technical Training Program for ISA, and Programmers


Determine Information Security Requirements and Needs for Next Fiscal Year


Vendor Selection and Contract Negotiation for IT Forensic Services


Institutions Establish Server Registration Process


Establish an Information Security  Peer Review Program for UT Institutions


Deploy ECCM Across Participating Institutions


Review and Approve Information  Security Working Groups Recommendations


Incorporate Information Security into Performance Evaluation Process for Executives, Deans, Department Heads and Faculty


Phase Out FTP for Secure FTP



Standards



Oversight



Technology


Completion of ECCM Product Evaluations at UT Austin and UTHSC-Houston


Provide Guidance to Strengthen Institutional Policies for Encryption of Sensitive Data  


Establish an effective Technical Training Program 
General User
ISA and Technical Support


Establish Security Incident Reporting Guidelines


Roll-Out Institutional Information Security Program and Metrics


Develop System-wide Information Security Compliance Program
System-wide action, training and monitoring plans
Institutional action, training and monitoring plans


Promote Institutional Information Security Working Groups composed of ISAs and other Outreach Activities


Incorporate Information Security into UT System Strategic Plan


Proposal Evaluation and Contract Negotiation for ECCM


Evaluate ISAAC Risk Assessment Tool


Outcomes
& Metrics


Roll-Out Risk Assessment Tool


Collaborate with Texas Universities to Update ISAAC for Higher Education


Define Training Requirements for CISO/ISOs


Merge Security Program Metrics into Existing Compliance Reporting Process


Define Institutional Information Security Program and Reporting
Define Information Security Program Bulletin
Define Information Security Program Elements


Establish a Standard Risk Assessment Process
Must address risks and compliance relating to TAC 202, HIPAA, GLB, PCI, BPMs 53.


Establish Effective Reporting and Communications
From units within institutions to ISO
From institutions to UT System CISO
From CISO to Executive Officers, Chancellor and Board


Define Security Program Metrics 
Compliance with Action, Training and Monitoring Plans
Program Effectiveness and Trends
Incident Prevention
Cultural Change


Implement Standard Risk Assessment Process 


Implement Two-Factor Authentication for System Administrators


Visit Institutions
Promote Charge and Buy-In
Assess requirements


Identify Final Core Group of ECM Participating Institutions


Establish a Committee to Oversee ECCM Deployment


Hire Information Security Architect


Establish Architecture for ECM Deployment 


Devise ECM Deployment Strategy


Send Letter to Institutions’ EOs: 
Emphasize Information Security
Solicit their Leadership with Faculty


*


Purchase ECM Software and Hardware


*


*


Determine Tools / Services to be  Provided as Shared Services
ECM
Training for ISAs and Programers
Risk Assessment Tool
UT Network IDS


Annual Revision and Maintenance of UTS 165


Define Information Security Program  Reporting Templates


Vendor Selection and Contract Negotiation for Technical Training Program


Establish Process to Administer and Promote Technical Training Program


Purchase Online Training Licenses


*


Develop Training for UTS 165


Deploy Security Incident Reporting Toolkit
Guidelines
Templates
Security Incident Reporting Web Tool


Establish Process to Implement UT Network IDS
Obtain Funding
Draft MOU
Purchase Hardware


Draft and publish RFP for ECCM
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Gray


Item Not Started


LEGEND:



