U. T. System Information Security Program Metrics Reported to U. T. System
Metrics are used in many business operations to measure costs, operational status and progress, risk, trends, customer satisfaction, efficiency, effectiveness etc.  The set of Information Security metrics that follows is a required component of the U. T. System Baseline Standard for Information Security Programs.  The purpose is to provide information concerning the scope of program deployment, the effectiveness of Information Security Programs and to identify trends that may indicate a need for shifts in strategy or program direction. 
This is not intended to be an exhaustive list of metrics.  Entities are encouraged to use additional metrics to the extent they find them to be useful in bolstering information security and determining program effectiveness.  

Metric reporting requirements will change over time in response to evolving security issues that impact Entities, new technologies that make possible the collection of more useful metrics, evolving infrastructures, evolving risk mitigation strategies and tools, changing information needs of management, and program maturity. 
	Metric
	Metric Name
	Rationale / Description and Methods /Comments / Reporting Frequency

	1
	Number of Computing Devices (i.e., servers, workstations, and laptops)  Deployed at an Entity

	Rationale / Purpose:  The purpose of this metric is to determine the size of the Entity’s security environment. 
Description and Methods:  This metric is derived by counting the Entity’s computing devices deployed across the enterprise.  

Comments:  This metric is needed for qualification of other metrics and should be supplemented with a description of the method used to obtain the reported numbers as well as, if applicable, reasons for not having the capability to obtain them and a plan for meeting the reporting requirement.   

Frequency:   Annually

	2
	Number and Percent of Computing Devices’ Configurations Visible to the CISO/ISO.


	Rationale / Purpose:  The purpose of this metric is to determine the degree to which the CISO/ISO has the capability to know the configurations of computing devices across the enterprise.     
Description and Methods:  This metric is the count and percent of the total number of computing devices deployed at an Entity (as determined in Metric #1) for which the CISO/ISO can, with high assurance, know their current configuration state. 
Comments:  This metric also identifies trends, aids in planning for resource allocation, and is needed for qualification of other metrics.  This metric should be supplemented with a description of the method used to obtain the reported numbers and percents and, if applicable, reasons for not having the capability to obtain that knowledge and a plan for meeting the reporting requirement.   Special circumstances may exist that would require certain functional areas within an Entity to be excluded from this metric.  Any exceptions should be documented.

Frequency:   Quarterly

	3
	Deployment Coverage of Laptop  Encryption Software
	Rationale / Purpose: This metric provides the Entity CISO/ISO a measure of the Entity’s progress in applying encryption protection to laptop computers containing Confidential University Data.

Description and Methods:  This metric is derived by identifying and counting the Entity’s laptop computers that contain Confidential University Information and counting the number of these that are utilizing encryption.   Depending on an Entity’s encryption deployment strategy, numbers and percentages may need to be broken out by type of encryption (such as whole-disk, partition, or file level encryption) in order to provide a clearer picture of the degree to which encryption has mitigated risk of data exposure.
Comments:  This metric can be tracked against the number and location of information systems containing confidential information, number of incidents, scope of incidents, etc. to develop as measurement of the Entity security program effectiveness.
Frequency:  Quarterly




	4
	Deployment Coverage of Anti-Malware Software
	Rationale / Purpose:  This metric provides the Entity CISO/ISO a measure of the Entity’s progress in applying anti-malware (i.e., anti-virus and/or anti-spyware) protection to computing devices that, based on risk, benefit from this safeguard.

Description and Methods:  This metric is derived by counting the Entity’s servers, workstations, and laptops  for which anti-virus and anti-spyware software is deemed to be an appropriate safeguard and determining the number and percentage of these devices that have the appropriate software and updates installed and enabled.  

Comments:  This metric can be tracked against the number and percent of servers and workstation configurations visible to CISO/ISO Office, number of incidents, location and scope of incidents, etc. to identify areas needing remediation and to gauge program effectiveness. 
Frequency:  Quarterly



	5
	Number of Outreach Activities
	Rationale / Purpose:  Information security in a complex organization requires awareness, participation, and commitment from individuals across constituency groups in the organization.  An ongoing effort must be made to develop relationships and inform these constituency groups.  This metric is designed to provide an indicator of such efforts.
Description and Methods:  Activities to be counted would include information security presentations to faculty, student, employee, patient, alumni, and public and other groups, plus meetings with decision makers and influencers.   Also included would be campus training and awareness activities and meetings with Information Security Administrators (ISAs). 
Comments:  This metric should be supplemented with a description of the outreach activities.

Frequency:   Quarterly

	6

	Number of Security Assurance Activities  
	Rationale / Purpose:  Continuous monitoring of the computing environment is necessary to maintain assurance of the degree to which resources are secured.  There are a number of activities that can be used to provide such assurance.  This metric indicates the degree to which such activities are an ongoing part of the Information Security Program.
Description and Methods:  This is a count of activities such as network scans, penetration tests, risk assessments, audits, compliance inspections, peer reviews, and vulnerability assessments.
Comments:  This metric should be supplemented with a description of the activities, findings, recommendations, and action items.  Action items should be included in the Entity’s action, training, and/or monitoring plans as appropriate.

Frequency:   Quarterly

	7

	Number of  Security Incidents and Virus / Worm / Malware Infections per Month
	Rationale / Purpose:  The number of incidents and actual infections indicates the effectiveness of controls in actually preventing incidents.
Description and Methods:  This is a count of incidents as well as devices infected as determined by anti-virus/malware reports and other technical controls. This metric will be derived from data reported to the Texas Department of Information Resources.
Comments:  This metric can also be used to identify effectiveness trends.

Frequency:   Quarterly

	8

	Incident Response Costs  
	Rationale / Purpose:  Many of the costs related to security incidents are hidden because time and effort spent on smaller incidents tend to not be counted.  By capturing these costs, it provides Entities and U. T. System with information needed to justify information security budgets and strategies that can help reduce these costs.
Description and Methods The data collected includes the hours that employees spend handling incidents (to include research, meetings, system rebuilds, scanning, cleaning, etc.)  Costs will be determined from information reported to the Texas Department of Information Resources.

Comments:   Additional guidance will be developed on how to calculate these costs so U. T. institutions can report to the Department of Information Resources using consistent methodologies.
Frequency:   Quarterly

	9

	Number and Percentage of Departments that have Completed a Risk Assessment Within the Past Year.
	Rationale / Purpose:  Full participation of the University is necessary to ensure all risk areas are considered when identifying where protection activities are needed.
Description and Methods:  This metric is derived by counting the number of departments that participate in the standard risk assessment methodology.   
Comments:  The metric provides information about the extent to which risk analysis has been conducted within the Entity.  This percentage can be tracked against number of incidents, scope of incidents, location of incidents, etc. to develop and then justify an appropriate timeframe between formal risk assessments as well as measurement of the assessment methodology’s effectiveness.  

Frequency:   Annually

	10

	Number and Percentage of Mission Critical Information Systems NOT Covered by Formal, Documented Disaster Recovery Plan
	Rationale / Purpose:  This metric identifies areas of exposure to the Entity and the U. T. System.
Description and Methods:  The number will be determined through use of the standard risk assessment process.
Comments:  This metric provides the Entity CISO/ISO a measure of the Entity’s progress towards the goal of 100% coverage for all mission critical systems.  While it may be impossible to achieve zero risk, it is certainly possible to ensure plans are developed to protect, safeguard, and restore mission critical systems.

Frequency:   Annually

	11

	Percentage of Employees Receiving Recurrent Security Training
	Rationale / Purpose:  User awareness is critical for maintaining a secure environment.  Also, state law requires that each employee receive annual training information security compliance training.
Description and Methods:  This is a percentage of total employee population within the Entity that complete information security training during the fiscal year.
Comments:  

Frequency:   Annually

	12

	Percentage of ISAs Receiving Technical Security Training
	Rationale / Purpose:  It has been determined that a need exists for training of Information Security Administrators who provide security services in distributed departments and for Web developers.  This metric provides an indicator as to whether the need for training is being acted upon by unit heads and Data Owners.
Description and Methods:   Counts can be reported by individual department ISAs to the Entity’s CISO/ISO.  U. T. System will track number of participants in SANs training.
Comments:  This metric will aid in identifying the degree to which a change in culture is taking hold within distributed departments in terms of their leaders’ commitment to maintaining secure departmental systems. 

Frequency:   Annually

	13
	Information Security Budget 
	Rationale / Purpose: This metric helps senior leadership monitor the level of resources allocated to the Entity’s Security Program.  
Description and Methods:   The amount reported should compare the annually allocated budget for security against the annually allocated budget for IT.  Capital expenditures that do not fall in the annual budget allocations should not be included as part of this metric.
Comments:  This metric is optional.  Additional guidance will be developed on how to calculate this number.

Frequency:   Annually


	14

	Compliance Gap Between Entity’s Security Program and:

· U. T. System Standard Security Program

· UTS 165

· TAC 202

· HIPAA
· PCI  
	Rationale / Purpose:  These “checklist” report items are important for establishing due diligence and to ensure an ongoing awareness and commitment for maintaining compliance with regulations affecting U. T. institutions. This item provides the Entity CISO/ISO a means to determine and document an Entity’s progress toward an ideal goal of 100% compliance with federal, state, and university rules and regulations.

Description and Methods:  Checklist with identification of strategies.

Comments:  Additional guidance will be developed on how to scope and conduct checklist assessments. 

Frequency:   Annually
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