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	Information Technology and Computing Services is required to perform offsite disaster recovery testing for (ALFESM) and (ECUMVS).  ALFESM is the IDX patient billing and scheduling system for Brody School of Medicine.  There are several interfaces that filter information to other systems; including the Pitt County Memorial Hospital.  It is critical that this system be available during clinical operations.   The ECUMVS mainframe is the student registration, payroll, purchasing system, and financial records for the University.  This system must be available in the event of a disaster to assist with daily University business.  The Disaster Recovery templates must be completed and tested thoroughly in the event of a disaster.  Departments participating in the disaster recovery testing are required to complete the same documentation.  Please review the instructions provided below to assist.

	
	
	
	
	
	
	
	
	
	
	

	Checklist - 
	
	
	

	A review or checklist of critical reminders for needed items that must be completed at different planning phases of the disaster recovery testing.

	
	
	
	
	
	
	
	
	
	
	

	Test Strategy Overview - 
	
	
	

	This includes testing strategy that lists the general objectives of the forthcoming test along with the disaster recovery plan procedures; what teams are involved; the test resource requirements (i.e. system resources, network resources, off-site resources, vendor resources); the anticipated results or goals of the test to determine the criteria to be used to evaluate if the goal or intended result was achieved.

	
	
	
	
	
	
	
	
	
	
	

	Test Plan - 
	
	
	

	The test plan must include the specific testing platform, arrival date and time, ITCS and Departmental testers, and Recovery Specialists.  A detailed listing of testing items is documented with best time estimates for completion, actual time for completion, summary of completed task, Issues or concerns section with a needed follow-up flag.  All changes must be documented.

	
	
	
	
	
	
	
	
	
	
	

	Post-Test Summary - 
	
	

	Summary of actual results to determine if the defined testing objectives were achieved; where all testing resources available; where the necessary anticipated results or goals identified in the test strategy as needed; what procedures or other documentation need to be modified.  This summary reporting and evaluation worksheets is used to report results of test and determine modifications to the detailed test plan or disaster recovery plan. 

	
	
	
	
	
	
	
	
	
	
	

	Follow-up - 
	
	
	

	Items that have been defined in the Test Plan for "F" follow-up, should be identified with the item number, specific issue documented, review target date, case number if assigned by an appropriate vendor, resolution summary, and actual date completed.  All follow-up items must be completed and been approved.  If system changes are needed, these must be documented in ServiceIT with Disaster Recovery as the Subject and the particular system as the Topic.  This will provide a record history of major changes due to disaster recovery efforts.


Test Planning Checklist
__ Have the dates of the test been confirmed? 

__ Have the dates of the test been confirmed with needed vendors? 

__ Have final plans been reviewed with the appropriate vendors?

__ Have all identified resources been made available?
__ Have all test participants been notified?
__ Have work unit managers been notified?
__ Have Internal Auditors been notified?
__ Have tapes and other offsite been verified?

__ Have travel and lodging arrangements been made for test participants?

__ Have relevant disaster recovery procedures been copied and disseminated to test participants?

__ Have observers and participants been briefed about test objectives?

Prepared by:

Date:

Approved by:

Date:

SYSTEM Testing Recovery for DATE

Recovery Testing Overview

(Pre-Test Information)
- Document general goal of test

- List individual meeting dates and briefly describe items discussed in each

Goal:

Pre-Meeting Notes:

	SYSTEM Testing Recovery for DATE

	Testing Area:
	   
	
	
	
	
	

	Arrival Date:
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	ITCS Testers:
	   
	
	
	
	
	

	Dept. Testers:
	
	
	
	
	
	

	Recovery Specialists:
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	Est. Test Time
	
	Items (to be tested)
	Actual Start Time
	Actual End Time
	Actual Time
	Issues (if any)
	"F" Follow-up Item
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SYSTEM Testing Recovery for DATE

Post Recovery Testing Overview

(Actual Results)

- Document general test results w/issues.

- List individual meeting dates and briefly describe items discussed in each

Was GOAL achieved?

Post-Meeting Notes:

	SYSTEM Follow-Up Items (DATE)

	Item #
	Issue
	Target Date
	
	Case #   (if any)
	Resolution
	Date Completed
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