HIPAA Privacy and Security Rule – Systems Admin
Blackboard Training Guidelines
After you control-click on or type http://ecu.blackboard.com in Internet Explorer, follow these steps:
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August 24, 2005 - August 31, 2005

B

&, Wed, Aug 17, 2005 - Welcome to ECU HIPAA Training!

@ course Map Welcome to the ECU Health Insurance Portability and Accountability Act (HIPAA
@ control Privacy and Security training! The HIPAA Law consists of Public Law {Course Content Frame)

Panel official Act of 1996. The Administrative Simplification provisions of HIPAA (Title IT)

require the Department of Health and Human Services to establish national standards
for electronic health care transactions and national identifiers for providers, health
plans, and employers. It also addresses the security and privacy of health data.
Adopting these standards will improve the efficiency and effectiveness of the nation's
health care system by encouraging the widespread use of electronic data interchange
in health care.

HIPAA Privacy & Basic Security Training

Faculty and staff working in an ECU Health Care Component are considered workforce
members and must annually complete the HIPAA training and quiz. You should select
Privacy Training on the navigation menu on the left-side of the screen to begin
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Systems Admin Course Objectives
T Health Insurance Portability and Accountability Act of 1996 - Security Rule Training for Systems
Administrators of Electronic Protected Health Information (EPH)

£y System Admin Course Materials & Quiz
The course materials are broken into sections to help you focus on this selected topics.

@ course Map -y HIPAA Security Training Surve

@ gﬂﬂéfd Please complete the survey in order to provide feedback regarding the training module.
an:
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__ INTRODUCTION TO HIPAA
/) Introduction to HIPAA (230015 Bytes )
The Health Insurance Portability and Accountability Act (HIPAA), passed by Congress in 1996,
originally focused on ensuring the portability of health insurance for individuals and improving fraud
and abuse protections. However, Congress added Administrative Simplification provisions mandating
the standardization of electronic data exchange and the protection of the confidentiality of health data.
HIPAA covered entities include health care providers, health care plans or insurers, and health care
@ course Map clearinghouses. The HIPAA Security Rule describes good security measures and allows scale based
@ control on the size of the organization. Organizations select the appropriate security solution for them and
panel address issues with current technology and review future changes as new technologies emerge. The
compliance date was April 21, 2005 and you are required to complete annual training.

HIPAA SECURITY RULE PRINCIPLES

/) HIPAA Security Rule Principles (275266 Bytes )
The Security Rule principles must be an ongoing organizational process to protect health care

information in electronic form through: Administrative Safeguards; Physical Safeguards; and
Technical Safeguards. You will learn more about the policies and implementation standards developed
by IT Security.

ITCS SAFEGUARDS

/) IICs Safequards (179639 Bytes )
ITCS has implemented several information technology safeguards and is continuously looking atnew v
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HIPAA Brief Overview and Structure
HIPAA Brief Overview and Structure ( 257509 Bytes )

The Health Insurance Portability and Accountability Act (HIPAA), passed by Congress in 1996, originally
focused on ensuring the portability of health insurance for individuals and improving fraud and abuse
Gourse Map protections. However, Congress added Administrative Simplification provisions mandating the

T standardization of electronic data exchange and the protection of the confidentiality of health data.

Rosources

HIPAA covered entities include health care providers, health care plans or insurers, and health care
clearinghouses. The HIPAA Security Rule describes good security measures and allows scale based on
the size of the organization. Organizations select the appropriate security solution for them and address
issues with current technology and review future changes as new technologies emerge. The compliance
date is April 21, 2005.

Click on HIPAA BRIEF OVERVIEW AND STRUCTURE to complete this training module.
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Click on the HIPAA Security Rule Principles to complete this training module.

ITCS Safeguards
Click on ITCS Safeguards to complete this training module.

o
Ty HIPAA Security Awareness
o

Course Map
Control Panel

Click on HIPAA Security Awareness to complete this training module.

Notification of Security Incidents
Click on Noification of Security Incidents o complete this training module.

HIPAA Security Checkpoints Quiz
Click here to start the Checkpoints Quiz

HIPAA Security Rule for Systems Administrators - Course Survey
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If you experience any problems, please contact the Help Desk at 328-9866.

You may need to print each page separately due the printer memory and the number of graphical screenshots.



Type your USERNAME (PIRATEID)





Type your PASSWORD








Click on Login





Click on � INCLUDEPICTURE "http://ecu.blackboard.com/images/ci/icons/bookopen_ia.gif" \* MERGEFORMATINET ���� HYPERLINK "http://ecu.blackboard.com/bin/common/course.pl?course_id=_20752_1&frame=top" \t "_top" �HIPAA Privacy and Security �to begin the course.


 








Review the Announcement





To begin the course:


Clinical Staff should complete the Privacy Training.


Click on System Admin if you provide technical support on systems with electronic protected health information (EPHI).





ECU HIPAA contacts and additional resources are available.








Click on INTRODUCTION to HIPAA

















Click on System Admin Course Objectives to review this information.





Click on the BACK button to return.





Click on System Admin Course Materials & Quiz to complete the training requirements.





Once the training and quiz have been completed, please provide feedback by completing the survey.











Review the information and click on HIPAA Brief Overview and Structure to complete this section














Course Preview Options:





Click on Slide Show to change to a full display.  Press your right-mouse button to scroll through the presentation.  


or


Click on the « or » to scroll through the slides


« Slide 1 of # »


or


Click on each numbered chart title to display in the window. 











Slideshow








« Slide 1 of 17 »











The last chart for each section will display, “Click on the BACK button to proceed to the next section…”





BACK is located on the button bar. 





Follow these directions to assist you in completing this course:








You are back at the Course Materials.  Please proceed and complete all of the sections under Course Materials in the same manner, including the Checkpoints Quiz!





The quiz will help reinforce the course information.  Feedback will be provided when you click SUBMIT.  You are asked to complete the training again if you fail three questions.  




















Please provide feedback in the course survey.





Thank you for your participation!





One completed, you can close your browser.
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