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V. Information Security Program Elements

A. Governance (Board of Directors/Trustees)

1. Oversee Risk Management and Compliance Programs Pertaining to Information Security (e.g., Sarbanes-Oxley, HIPAA, Gramm-Leach-Bliley) (ISPE1)
2. Approve and Adopt Broad Information Security Program Principles and Approve Assignment of Key Managers Responsible for Information Security (ISPE2)
3. Strive to Protect the Interests of all Stakeholders Dependent on Information Security (ISPE3)
4. Review Information Security Policies Regarding Strategic Partners and Other Third-parties (ISPE4)

5. Strive to Ensure Business Continuity (ISPE5)

6. Review Provisions for Internal and External Audits of the Information Security Program (ISPE6)

7. Collaborate with Management to Specify the Information Security Metrics to be Reported to the Board (ISPE7)

B. Management

8. Establish Information Security Management Policies and Controls and Monitor Compliance (ISPE8)
9. Assign Information Security Roles, Responsibilities, Required Skills, and Enforce Role-based Information Access Privileges (ISPE9)
10. Assess Information Risks, Establish Risk Thresholds and Actively Manage Risk Mitigation (ISPE10)
11. Ensure Implementation of Information Security Requirements for Strategic Partners and Other Third-parties (ISPE11)
12. Identify and Classify Information Assets (ISPE12)
13. Implement and Test Business Continuity Plans (ISPE13)
14. Approve Information Systems Architecture during Acquisition, Development, Operations, and Maintenance (ISPE14)
15. Protect the Physical Environment (ISPE15)

16. Ensure Internal and External Audits of the Information Security Program with Timely Follow-up (ISPE16)

17. Collaborate with Security Staff to Specify the Information Security Metrics to be Reported to Management (ISPE17)

C. Technical

18. User Identification and Authentication (ISPE18)
19. User Account Management (ISPE19)

20. User Privileges (ISPE20)

21. Configuration Management (ISPE21)
22. Event and Activity Logging and Monitoring (ISPE22)
23. Communications, Email, and Remote Access Security (ISPE23)

24. Malicious Code Protection, Including Viruses, Worms, and Trojans (ISPE24)
25. Software Change Management, including Patching (ISPE25)

26. Firewalls (ISPE26)

27. Data Encryption (ISPE27)

28. Backup and Recovery (ISPE28)

29. Incident and Vulnerability Detection and Response (ISPE29)

30. Collaborate with Management to Specify the Technical Metrics to be Reported to Management (ISPE30)

ALSO SEE INFORMATION SECURITY GOVERNANCE SELF ASSESSMENT TOOL FOR HIGHER EDUCATION

Available at http://www.educause.edu/ir/library/pdf/SEC0421.pdf
ADDITIONAL RESOURCES ARE AVAILABLE FROM THE EDUCAUSE/INTERNET2 SECURITY TASK FORCE

http://www.educause.edu/security
