Data Extract and Transmittal Authorization and Tracking
Instructions
Complete a Data Extract and Transmittal Authorization Form

for each data set:
· List the data set name and contact information for the  data steward authorizing the data set 
· Briefly describe the purpose for which this data set  will be used.

· Describe the data included in the data set .  If PII (SSN, Passport #, etc.) is included in this data set , in addition to the UISO, the OISPO must review and approve the request .
· Indicate the frequency with which this data set will be produced.

· List each individual who is authorized to receive this data set.  
· Describe the data transfer method (e.g., GUSHARE ticket with password and expiration date; SFTP; etc.)
· List the location(s) where the data is to be stored. If PII or other Confidential information is included, these locations must be approved secure storage (EFS/Phoenix or GUSHARE).

· Describe how you will track the distribution and delivery of this data set 
· Data Steward(s ) sign authorizing the creation and distribution of the data set  as described on the form.
· All authorized recipients sign, indicating that they will not repurpose or redistribute the data, and will ensure that it is properly protected.
· Forward the form (fax or scan) to the University Information Security Office for review. Using the above materials, the security office will assess the risks and may recommend additional safeguards to protect sensitive data extracts and transfers.
· If Personally Identifiable Information (PII) or other Confidential information is included, the OISPO must also review the request.  
 On an ongoing basis:

· Document and review how each run of this extract data is used and distributed with as much detail as possible.  Records must be kept indicating receipt and exchange of data for auditing purposes. Logs must be retained for a minimum of 2 years, or for the period specified by the UISO.
