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System and Application Security Design Review Form
1. Application / System Name:      
Modified Date: Tuesday, February 03, 2009 
Overview and scope 

The ‘Security Design Review’ is designed to examine network deployment and infrastructure to ensure the proper protection of both the information systems and data while in storage or transit. At a minimum, the design review is an opportunity to identify potential security issues to insure the integrity, confidentially and privacy of information stored or transmitted. 

This form is being used to review 

· new systems or applications being managed or supported internally or externally; 
· existing systems/applications that have a major architectural upgrade or change.

This review form is not a security audit and does not replace other security documentation requirements.  

Complete this form and with any accompanying materials email it to information.security@yale.edu.  Be sure to list all the necessary people that need to attend in the email so a SDR meeting can be scheduled.
 MACROBUTTON  SpellCheckForm Double-Click to Spell Check Form Fields
 MACROBUTTON  Print_Without_Appendixes Print Without Appendixes 
	I.  MACROBUTTON  SpellCheckForm 

 MACROBUTTON  SpellCheckForm General Information

	Date of first Contact with the Information Security Office:
	

	ISO RT number or HP Service # for SDR request:
	     

	Information Security Office staff reviewers (Names):
	     

	Respondents (Names):
	     

	IP and hostname of primary server (if available):
	     

	Is this server a Virtual Machine? 
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
If Yes then please list the host server name: 
      
	

	Have you completed other security documents related to this project (University System Inventory Database survey, MDS2, PCI Self-Assessment Questionnaire, etc.)?
	
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No

	If yes, please list.
	
     

	Has a contract been signed and filed with Procurement?
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No 
By who?       

	Has the contract been reviewed by the Office of the General Counsel?
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
Who reviewed the contract?
	     

	Who has a copy of the contract?
	     

	Is there a Business Associate Agreement (BAA ) in place? 
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No 

If not, please document the agreement for data end-of-life.       

	Briefly describe the application / system in the space provided below

	     


	II. Data Classification and Criticality


Data classification is the process of collecting the business requirements for data and applications, and mapping those requirements to appropriate methods to store, protect and manage data. Data classification is the foundation for regulatory compliance and information lifecycle management. See Appendix A: University Draft Data Classification for classification matrix.
	1. Briefly describe the data and how you rate it using the classification matrix in Appendix A

	

	2. Is this an above-threshold system that must be registered and entered into the University System Inventory Database?
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
If Yes, 

Has it been registered? 
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

Has the survey and all required documentation completed? 
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

	
Check the Manufacturer Disclosure Statement for Medical Device Security – MDS2 if this is a device 


	3. Does the application process any credit card information?  
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	If the answer above is Yes see PCI Data Security Standard
Does this system/application use: 

Point of Sale (POS) system
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No

Credit Card Swipe Machine
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No

Website to enter Credit Card Data 
 FORMCHECKBOX 
 Yes   Name

 FORMTEXT 

     

 No
Outside Vendor
 FORMCHECKBOX 
 Yes   Name

 FORMTEXT 

     

 No
Payment Gateway Name


	Provide the Merchant Account numbers associated with this credit card processing: 

Please describe the credit card process below.

	

	4. Does the application process any of the following data elements?

	Social Security Numbers (SSN) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Credit Card Numbers (CC) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Bank Account Numbers (BA) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Protected Health Information (PHI) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Student data subject to FERPA (FERPA) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Veterans Administration data (VA) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Passport Numbers (PPN) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Salaries (SAL) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Animal Research (AR) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Budgets Info (BUDGET) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Employee Evaluation Data (FOCUS) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	5. Who is the Information/Data Steward?
This role is the person that is responsible for how information is handled and stored.  They will determine how the information is secured and who has access (read, write, copy, create/update, etc).  This person is typically the department business manager, chair or PI.  

	

	6. If this system is used for clinical research then please provide the:


	Principal Investigator (PI) Name & NetID
	     

	IRB Number or Human Investigation Committee (HIC) number

              Yale IRB Institutional Review Board http://irb.yale.edu/
	     


	III. System Application Design (Internal or External) Model


	1. Provide a high-level data flow (logical) and network (physical) diagrams of the application/system. Indicate whether the application is 2-tier, 3-tier or multi-tier.  Indicate if any of the webservers are facing the Internet

· Two Tier: a client/server environment, in which the user interface is stored in the client and the data is stored in the server. The application logic can be in either the client or the server.

· Three Tier: A three-way interaction in a client/server environment, in which the user interface is stored in the client, the bulk of the business application logic is stored in one or more servers, and the data are stored in a database server.

· Multi-Tier: n-tier/multi-tier refers to the possibility of having different configurations; for example, two tiers may work for one situation, while ‘n’ tiers are required for another. The "n" could be a larger number, depending on what the tiers refer to. For example, an "n-tier cluster" could refer to 12 CPUs (12 tiers) or even 500 CPUs (500 tiers).

	     
Please use the section VIII  Network Diagrams (REQUIRED) to insert any diagrams.

	2. Is the data being sent 
within Yale  FORMCHECKBOX 
 or 
outside of Yale  FORMCHECKBOX 
?    

	3. Is the data being input from Non Yale entities (i.e., anyone without a NetID) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	4. Is Yale acting as a Data Repository for Non-Yale data
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	5. Describe interfaces, data pipes, and other mechanisms for transmitting data, including transmission of report output.  How is the data protected in transit (e.g., encryption, private communication line, etc.)?  Where is the data being sent to or stored?  

	     

	6. Please list any firewall changes that will be requested for this application (regardless of server or client side).  

	     

	7. Document who is responsible for approving a firewall changes now and in the future.  Please list more than 1 individual (backup or multiple backup people).

	     

	8. Document who is authorized to submit a firewall change request for this application/system.  Please list more than 1 individual (backup or multiple backup people)

	     

	9. Who has access to the system?

Yale Business Managers
 FORMCHECKBOX 

Yale Students
 FORMCHECKBOX 

Non-Yale Researchers
 FORMCHECKBOX 

Yale Researchers
 FORMCHECKBOX 

Research Subjects
 FORMCHECKBOX 

Patients
 FORMCHECKBOX 

Other Yale Faculty/Staff
 FORMCHECKBOX 

Vendors
 FORMCHECKBOX 

Other (please explain) 
 FORMCHECKBOX 


	     

	10. Is the application used outside of the Yale University and/or Yale New Haven Health System networks?

 FORMCHECKBOX 
 Yes (please describe below)
 FORMCHECKBOX 
 No

	     

	11. Does the application authenticate using:
· CAS (Central Authentication Service - web-based sign-on)? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
· ACAS (alternative CAS)? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
· YAS (Yale Authorization System - authorization database) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
· Active Directory
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
· LDAP
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
· Yale’s Kerberos servers
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
· Other?  Please describe below 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	     

	12. Describe the password controls that will be used for the system/application (pwd length, lockout, change time, etc)
Do these controls match the policy http://www.yale.edu/ppdev/Guides/its/passwords.pdf 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	     

	13. How is user authorization handled (creating accounts, assigning access, removing accounts, etc)?  Who is responsible for these actions in the DB, application and Operating System?

	     

	14. Is there role based access?  
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
Have the roles been assessed for proper Segregation of Duties (SOD)?  
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
Please describe the roles and SOD below:

	     

	15. How does your application connect to the database (authorize the application in the database)?  Does the application use native database accounts/passwords, or does it require the use of a privileged database account?  

	     

	16. Does the application record the original userID when it accesses the DB 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

or the application ID? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	17. Are you allowing any direct database connections (i.e., ODBC or JDBC connections)?  
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
Does the application users have privileged direct access to the DB?
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

For what reason and who is granted this access?      

	18. Does your application have privileged access to the Operating System? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
If yes, please specify the account and why      

	19. Where are database connections, passwords, keys, or other secrets stored?  Are they stored in plain text or embedded in source code?

	     

	20. Does this system or application use an ASP model (Application Service Provider)?  This is where the servers and/or application are external to Yale and rests on the ASP infrastructure within its own facilities.

	 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
If you answered Yes above then go on to Section  VI  Externally Hosted – Vendor Requirements & Best Practices page 9

	21. Is this system going to be managed by ITS in a Data Center? 
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

	22. Is this system behind a firewall? 
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
If yes firewall name:      

	23. Is this system or application hosted internally at Yale? 
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If you answered Yes above then go on to Section IV  Internal System Application Architecture 

	24. Is this system or application does not fit either of the issues above, please describe the model below:

	     


	IV. Internal System Application Architecture


	1. Please provide an overview of security responsibilities.

	Roles and responsibilities

Physical/Hardware Security


Network Device Security


Operating System Security


Application Level Security


Database Level Security


User Access Security

Other




	2. Is there a list of effective practices or guidelines/standards for securing the application for DBAs, sysadmins and operators? Have people been assigned these roles and accepted them (e.g., OS, application, DBA, security)? Who are they (Organization/Position/Name/NetID)?

Note:  Please ensure you have a Segregation of Duties analysis (SOD) that defines the roles to ensure no inappropriate job functionality and to document any exceptions

	

	3. Provide a list of the servers involved their location (Yale Data Center, other Yale location, external to Yale), purpose, what operating system and application software is run, and their ports and protocols.  Include IP and DNS if available.

	

	4. If there are default passwords, have these been changed?

	

	5. Does the application use internal passwords, hidden fields, cookies, URL cookies (nonces – ‘Number ONCE’ - An arbitrary number that is generated for security purposes such as an initialization vector)?

	

	6. How is data protected during transmission from server to user (Secure Sockets Layer (SSL), other protection or encryption)?

	

	7. For Yale data describe data base instances (Oracle, SQLserver, other) and other data storage.  How is the data protected in storage (e.g., encryption, OS permissions, access control lists, etc.)?

Note: If you have restricted data fields (belong to HIPAA, GLBA, etc) think about if you can encrypt those specific fields within the database.

	

	8. Is the system/application using SANS/NAS (storage area network or network attached storage)?

	

	9. Are there any backups?  What is the frequency of the backup cycles (i.e. complete weekly backup, changes daily, etc)?  Are backup records or tapes stored off-site?  Are these records encrypted?

	

	10. Who is responsible for deciding the audit log criteria and how long the records are retained?  

	Responsible Party for Logging Decisions
Retention policy

Operating Systems  

UNIX

Windows

Other

 FORMTEXT 

     
 
 N/A

 FORMTEXT 

     

 N/A
 FORMCHECKBOX 
 N/A 
O/S Name       
Responsible Party      



Application Level 



Database Level 





	11. What Log Criteria (what is being logged) for the UNIX or Other O/S?  Who is reviewing these logs and using what time frame (i.e., daily, weekly, monthly, and quarterly, etc)?  What are they looking for (i.e., used for troubleshooting only, inappropriate access, etc)?

	

	12. What Log Criteria (what is being logged) is being audited for the Windows O/S?  Who is reviewing these logs and using what time frame (i.e., daily, weekly, monthly, and quarterly, etc)?  What are they looking for (i.e., used for troubleshooting only, inappropriate access, etc)?  Please note the Windows log criteria below:

	.

Windows Operating System
Is this Controlled by Group Policy (GPO)? 
 FORMCHECKBOX 
 Yes by the policy 
 FORMTEXT 

     
 
 No
NOTE: If this is controlled by ITS then the GPO is ITS UDC University Data Center and this follows the recommended settings
Audit Events 
Recommended Settings
Actual Settings
Audit Account Logon Events
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
Audit Account Management
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
Audit Directory Service Access
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
Audit Logon Events
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
Audit Object Access
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
Audit Policy Change
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
Audit Privilege Use
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
Audit Process Tracking
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
Audit System Events
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure
 FORMCHECKBOX 
 Success 
 FORMCHECKBOX 
 Failure

Log Retention 
Recommended Settings
Actual Settings
Overwrite Events as Needed
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

Overwrite Events older then [x] days
 FORMCHECKBOX 
 Yes 
 FORMTEXT 

     
  days
 No
 FORMCHECKBOX 
 Yes 
 FORMTEXT 

     
  days
 No

Do Not Overwrite Events
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No



	13. What is being logged for the Application?  Who is reviewing these logs and using what time frame (i.e., daily, weekly, monthly, and quarterly, etc)?  What are they looking for (i.e., used for troubleshooting only, inappropriate access, etc)?

	

	14. What is being logged for the Database? Who is reviewing these logs and using what time frame (i.e., daily, weekly, monthly, and quarterly, etc)?  What are they looking for (i.e., used for troubleshooting only, inappropriate access, etc)?

	

	15. Who is responsible for doing a log event correlation between all three levels (OS, application, and Database)?

	

	16. Briefly describe the application’s delivery platform technology (e.g. IIS/Visual Studio/ASP.NET/SQLServer or LAMP or Oracle Workflow on Apache with Tomcat server or 'vendor supplied custom Java server'):

	

	17. Is any client side scripting or active content required or used (Javascript, Java, VBscript, ActiveX, etc.)?  Which?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
 FORMCHECKBOX 
 Not Applicable

	

	18. Are there any browser restrictions (i.e. will only work on IE 6 patch level X)?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
 FORMCHECKBOX 
 Not Applicable

	

	19. Does the application comply with Application standards described in Appendix B: Application Standards?  (You may list issues here.)

	

	20. Describe the patch management process that will be used for the System/Application.  Who will be responsible for ensuring this is completed?

	

	21. Has an application security product been employed to find coding flaws (either by examining/scanning the source code or by external testing) to find SQL injection, buffer overflows, cross-site scripting, authentication bypass flaws, etc., (e.g., AppScan)?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
 FORMCHECKBOX 
 Not Applicable

	


	V. Vendor Requirements


Complete this section if a vendor or other external organization is involved in development, management or support of this system/application.

General
If an external organization is not involved then check off here for Not Applicable   FORMCHECKBOX 
   
	1. Is the vendor or other external organization involved in management and support of this system or application?  


 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 

If Yes, please describe below and include whether support is provided off-site, on-site or both.

	

	2. Describe vendor access controls.  Are they specified in the contract or any adjunct documentation?

	     

	3. Does this OS or application software automatically contact its vendor or another 3rd party – over the Internet or via telephone line -- to provide data about itself or its operation?

	     


Contract Language - Does the contract include the following?

	1. Any data collected by the vendor for this application in test or production will not be transferred or sold to a third party
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No

	     

	2. No statistics or aggregate demographic data generated by this application can be provided to a third party or a vendor affiliate without explicit consent of Yale’s General Counsel 
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No

	     

	3. Language that addresses disposition of data at end-of-life of the system or application
  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No

	     

	4. Language addressing the protection of Personal Identifiable Information or Personal Health Information and their obligations in following any other regulation or laws. 
  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
     


Now proceed to Section VII Pre-Implementation Checklist 

	VI. Externally Hosted – Vendor Requirements & Best Practices


Complete this section for systems/applications which are hosted externally to Yale, using and ASP or other model.  

If this is Not Applicable then please check here  FORMCHECKBOX 
   
	1. Are any backup records or tapes stored by the vendor offsite?  Are these records encrypted before they leave the vendor’s premises?

	

	2. What process or controls does the vendor have in place to ensure sensitive data is tracked when removed from the server (downloaded to CD or USB, FTP’d, or moved to a laptop)?  Are the reasons for any data removal documented and tracked?

	

	3. Does the vendor have notification procedures for any lost data or inappropriate access?

	

	4. Explain your Segregation of Duties analysis (SOD) that defines the roles to ensure no inappropriate job functionality and to document any exceptions.

	

	5. Does the vendor comply with standards described in Appendix C: Due Diligence for Externally Hosted Systems / Applications?  Note any issues.  (You may list issues here)

	

	6. Does the vendor charge for a SAS70 report?  
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
If so How Much? 
Has a SAS70 Type II been performed?  
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
Has the report been obtained and sent to ITS-Security? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
Please provide a summary of the SAS70 findings below or include any additional information below

	


	VII. Pre-Implementation Checklist


	Date of Pre-Implementation meeting: 
	     


	1. If the application is using IIS have the following items been fixed?
· Run the IIS Lockdown tool (if IIS less then v6)

· Is the URLScan tool (restricts the types of HTTP requests that IIS will process by blocking specific HTTP requests - http://www.microsoft.com/technet/security/tools/urlscan.mspx) going to be used?
· Remove IIS sample applications are installed

· Disable IIS parent paths 

· Uninstall the IIS Admin virtual folder 

· Do not use MSADC and Scripts virtual directories 

· Turn on IIS logging 

· Ensure any webserver does not perform another function (ie., domain controller, etc)

	

	2. If the application is using SQL Server have the following items been fixed?
· Take out the Administrators group from the Sysadmin role

· Restrict the CmdExec role to Sysadmin only

· Do not use a blank or simple password for the sa account
· Do not allow the Guest account to have database access 

· Do not allow the Everyone group access to SQL Server registry keys

· Do not make the SQL Server service accounts members of the local Administrators group

· Try to use the SQL Server authentication mode of Windows to take advantage of the Active Directory, however if you can’t then use the Mixed mode.  

· Limit the number of Sysadmin role members
· Ensure any WebServer does not perform another function (ie., domain controller, etc)

	

	3. If the application is using SSL it must not use SSL v2 as that has known weaknesses.  Has SSL v2 and v1 been disabled on the server?

	

	4. Encryption must be done with strength of at least 128 bit.  Have all lower levels of encryptions been disabled on the servers to ensure this minimum is kept?

	

	5. Where encryption is being used ensure that the encryption keys are not kept with the encrypted files or sent with them.  When encryption keys are compromised then the data is being regarded as if it is not encrypted at all by many regulations and laws.

	

	6. For any support provided by the vendor are the contact numbers updated in the operations procedure book.  Ensure that there is more then just 1 contact and that all information (main numbers, off hour numbers, cell phones, etc) is obtained for each contact.

	     

	7. Has the Disaster Recovery contingency Plan been completed?  Please see the sample HIPAA template at http://hipaa.yale.edu/security/sysadmin/templateCP_HIPAAsec.doc

	

	8. Have you tested a password change in the application to ensure there are no cascading effects?

	

	

	9. Have any operation job books been completed and turned over to production systems?

	

	10. Has a security scan been completed on the server?  Who performed this scan and what are the results? 

	

	11. What is in place for fault tolerance and redundancy needs of the system/application?

	


	VIII. Network Diagrams (REQUIRED)


Insert Network Diagrams:

	IX. Any Additional Information or Diagrams


	Additional Comments:  
Please attach any results from security scans or other testing performed.  

	


Appendix A: University Draft Data Classification

1. If your application has any of the following data then it is considered “Restricted” automatically.
· Social Security Numbers
· Credit Card Numbers
· Bank Account Numbers
· Protected Health Information
· Student data subject to FERPA.
· Veterans Administration data
· Digital Objects that contain Personal Identifiable information (i.e. driver license, etc)
Please review the criteria below to check where your data classification is if you do not have any of the data fields described above.  

	
	Low Risk or 1 Lock
	Sensitive or 2 Lock
	Restricted or 3 Lock

	Description of data sensitivity
	Low risk; no regulatory or contractual requirements; information is authorized for release to public; information that if disclosed outside the University; would not harm the organization, its faculty, staff, students, or business partners; de-identified data.

Access may be public or restricted as determined by the content owner.
	University has a contractual obligation to protect the data or has been determined to be sensitive by the University (e.g., internal access only). NOTE: assumption is that this data has been first reviewed and is not classified as 'restricted'; information that is not sensitive to disclose within the organization, but could be harmful if disclosed externally.

Access is limited to individuals who have a business need to know.
	Protection of data is required by law (FERPA, HIPAA, PCI etc.,) or has been determined as such by the University (e.g., legal or contractual).

Authorization limited to only those individuals with approved access and with a signed non-disclosure agreement.


Appendix B: Application Standards
General

1. Fully patched and vendor supported system software, including OS, database, web engine, and other enabling software.  Also there is a process to keep the system always fully patched.  

2. Passwords are not hardcoded into application or stored with source code.

3. Install and configure a virus protection solution so the server is protected and regularly updated.  

4. Secure services and well known accounts (i.e., Administrator and guest) by either renaming the account or changing the default password.  

5. For Windows systems ensure the hard drive format is NTFS.

6. Remove any unnecessary protocols.

7. Turn on auditing.

Web Application Authentication 

1. SSL-enabled & the certificate are verifiable.
If the certificates are being used there should be a process to ensure that they are renewed timely (before expiration).  

Also ensure there is a process for maintaining the certificate revocation lists.  Ensure the responsibility for the certification process is known and published with contact information provided.  

2. If the application is using SSL it must not use SSL v2 as that has known weaknesses.  Disable SSL v2 and v1 on the server. See the Microsoft article on disabling weak SSL ciphers in IIS 5.0 and 6.0.  http://support.microsoft.com/kb/241447/en-us 
3. Authentication cookies are returned to the server.

4. The user is sent to http’s’ (SSL) page *before* the password is entered.

Web site Architecture 

1. Web engine and database servers are on different hosts.

2. Web site must not accept transactions if the certificate is invalid.

3. Web site must employ web transaction logging as well as record logging.

4. Configuration files and log files are kept in separate root-owned (or in the case of Microsoft, system-owned) file-systems.

5. All data input is validated.

6. Any CGIs or scripts are stored in a separate filesystem from the web engine.

7. No URLs will accept variables from user input that "escape" the sticky session or allow users to access the records of another customer.
8. Web sites will have some email or phone number process for people to report issues of the site hacked or problems with attached links.

9. Website content and links maintain appropriate professionalism and appropriateness.  

10. Sites should be compatible with a variety of browsers, such as Netscape, Mozilla, Safari, Firefox and Microsoft Explorer. Such compatibility ensures that users are able to access the site when they cannot use their regular browser due to security vulnerabilities.

IIS
1. Run the IIS Lockdown tool (if IIS less then v6)

2. Is the URLScan tool going to be used (restricts the types of HTTP requests that IIS will process by blocking specific HTTP requests - http://www.microsoft.com/technet/security/tools/urlscan.mspx)?
3. Remove IIS sample applications that are installed

4. Disable IIS parent paths 

5. Uninstall the IIS Admin virtual folder 

6. Do not use MSADC and Scripts virtual directories 

7. Turn on IIS logging 

8. Ensure any webserver does not perform another function (ie., domain controller, etc)

9. Disable weak SSL ciphers in IIS 5.0 and 6.0. (see Microsoft KB article http://support.microsoft.com/kb/241447/en-us 
Encryption

1. Once an SSL session is established, all traffic between the user's web client and server is encrypted (it doesn't bounce out to an insecure session).
2. Encryption must be done with strength of at least 128 bit.  All lower levels of encryptions should be disabled on the servers to ensure this minimum is kept.

3. Where encryption is being used ensure that the encryption keys are not kept with the encrypted files or sent with them.  When encryption keys are compromised then the data is being regarded as if it is not encrypted at all by many regulations and laws. 

SQL Server

1. Take out the Administrators group from the Sysadmin role

2. Restrict the CmdExec role to Sysadmin only or make the xp_cmdshell Disabled

3. Do not use a blank or simple password for the sa account

4. Do not allow the Guest account to have database access 

5. Do not allow the Everyone group access to SQL Server registry keys

6. Do not make the SQL Server service accounts members of the local Administrators group

7. Try to use the SQL Server authentication mode of Windows to take advantage of the Active Directory, however if you can’t then use the Mixed mode.  

8. Limit the number of Sysadmin role members

9. Ensure any WebServer does not perform another function (ie., domain controller, etc)

MySQL Server

1. The account root is created upon install with no password assigned.  These are superuser accounts that can do anything. This means that the MySQL installation is unprotected until a password is assigned.  
· On Windows, the root account allows connecting from the local host only. 
· On Unix, both root accounts are for connections from the local host. 

2. If you want to prevent clients from connecting as anonymous users without a password, you should either assign a password to each anonymous default accounts created or else remove the accounts.
a. Two anonymous are created with no password, so anyone can use them to connect to the MySQL server.  
· On Windows, one anonymous account is for connections from the local host. It has no global privileges. (Before MySQL 5.1.16, it has all global privileges, just like the root accounts.) 

· On Unix, both anonymous accounts are for connections from the local host. 

Default Oracle Accounts Whose Password should be changed

· APPS
Often used name for management or schema accounts for applications. In Oracle Applications it is a schema owner and has DBA-like privileges.

· APPS_MRC
A schema account from Oracle Applications. It has DBA-like privileges.

· CTXSYS
(Oracle Text/Intermedia Text/Context option) is an account with DBA privileges and therefor allows to read

· MDSYS
Oracle Spatial administrator has DBA-like privileges

· PO
PO is an possibly account with DBA privileges

· PUBSUB
An account with DBA privileges

· SAMPLE
Possibly an account with DBA privileges

· SYS
SYS is Oracles most powerful database management account. It allows to read

· SYSMAN
The management account for Oracle Enterprise Mananger. It is used as access to all databases that are managed by it. It might be possible to access a data in your databases.

· SYSTEM
Oracles database management account. It allows to read
· SYSOPER
has fewer administrative privileges than SYS, but enough to perform basic operations such as startup, shutdown, mount, backup, archive, and recover.
Secure the Oracle Listener

Because the listener acts as the database gateway to the network, it is important to limit the risks from malicious intentions.
1. Restrict the privileges of the listener, so that it cannot read or write files in the database or the Oracle server address space.  This restriction prevents external procedure agents spawned by the listener (or procedures executed by such an agent) from inheriting the ability to do such reads or writes. 
· The owner of this separate listener process should not be the owner that installed Oracle or executes the Oracle instance (such as ORACLE, the default owner).

2. Secure administration by doing the following:

· Protect the listener with a password.

· Prevent online administration.

· Use SSL when administering the listener.

· Remove the external procedure configuration from the listener.ora file if you do not intend to use such procedures.

3. Do not leave the Oracle Listener port 1521 open, allowing the database to connect to the Internet or the Internet to connect with the database.

4. Prevent unauthorized administration of the Oracle Listener.  Always establish a meaningful, well-formed password for the Oracle Listener, to prevent remote configuration of the Oracle Listener. 
Appendix C: Due Diligence for Externally Hosted Systems / Applications

This section applies to systems / applications hosted externally (ASP or other hosting model).  Yale expects that the vendor or other hosting organization has its own internal policies to ensure that customer data is not disclosed. These onsite policies should include the following general provisions, which may be attached as contractual provisions as well.

Statement on Auditing Standards No. 70 - SAS 70 type I & II reports (http://en.wikipedia.org/wiki/SAS_70; http://www.sas70.com/about.htm) may be substituted for some of the documentation below.

1. Physical Security procedures for the Company data site (servers not accessible, data backed up and stored offsite, hard drives securely erased and disposed, paper records destroyed).

2. Security Process controls (privileged access logged, production/test are separated, logs reviewed, patches applied, policies in place for intrusion and response, automatic lockouts on desktops, virus/worm software, regular vulnerability assessments, backup procedures tested, tested disaster recovery plan in place)

3. Employee Security procedures (accounts removed at termination, employees trained and vetted, improper access logged and disciplined, very few employees with access to complete recordbase, strict exit procedures to prevent identity theft).

4. Network Security controls (firewalls employed where appropriate, logs archived, designated staff to monitor security alerts and take action, intrusion detection mechanisms, "inside" hosts secured and not visible to public internet, company protected from wireless "snarfing" by onsite visitors or adjacent hackers.)
5. All session logs are maintained for an appropriate length of time to check for any hacking attempts that might come to Yale’s attention later.

6. The organization must have processes and procedures to prevent and notify for any hacking attempts and that there is an escalation process.  Determine if the notification to Yale is acceptable.  Who is responsible for the researching of the logs to trace an attempt or event?  Will the vendor or organization only investigate if legal action is taken?
Confidential Information 

1. Even if there are contractual definitions developed by the vendor, use Yale University defined data classification (see Appendix A: University Draft Data Classification) to determine if there is data which the University is obligated to protect and treat as sensitive or restricted.  Data classification must be identified in all contexts (e.g., research, educational, business or clinical care).  

2. Any vendor doing business with Yale is subject to notification and requirements of State of Connecticut law mandating compulsory notification in the event of data disclosure, regardless of their location.
Outsourced Web Applications:

1. If authentication is provided at Yale, session cookies cannot be transferred out to a non-Yale server without a notice to the client (end-user), and such transfer may not be permitted. 

2. If the vendor hosts a portion of an application where user data is collected, a Privacy Notice will be made available to the user at every visit, and text for the Privacy Notice will be provided and/or approved by Yale.

3. The vendor privacy policy should clearly state (for the end-user) how the user’s data is going to be collected and used, and whether the vendor intends to sell this data for marketing purposes.
Disaster Recovery
1. Is there any contractual definitions developed by the vendor, for the SLA on recovery in the event of a disaster?  Is the recovery time period acceptable for the criticality of the system?  

2. Has the DR plan been tested?  Was Yale involved in the testing to validate the results?  

Third Parties

1. Yale customer records will not be sold or provided to a third party or affiliate without Yale's explicit consent.

2. The vendor cannot delegate processing to a third party without notifying Yale.
3. The vendor cannot subcontract to other vendors without notifying Yale.
Security Events, Disclosure

Any disclosure of Yale's data to intrusion or internal malfeasance must be promptly reported to Yale's Legal Counsel.

Vendor Documentation

The vendor should address the topics below in their documentation.  Review the vendor documentation and note any omissions or areas where safeguards are weaker than you expect.  

Access control 

Account management

Remote access

Security training and awareness

Audit & accountability 

Auditable events – content of audit records

Audit monitoring and reporting

Time stamps

Audit record retention

Configuration management 

Configuration change control

Contingency planning (including backup EMO and DRP)

User Identification and authentication

Identifier management

Authenticator management

Incident response handling, monitoring & reporting

System maintenance procedures

Media protection (access, labeling, storage, transportation, sanitation and disposal)

Physical and Environmental protection 

Physical Access Authorizations

Physical Access Control

Personnel Security policies/procedures

Risk Assessment 

Vulnerability Scanning

System and Services Acquisition

System and Communications Protection

System and Information Integrity
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