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	Information Security
	Information is an asset to the University that must be both properly shared and adequately protected.  Protections should be consistent with the sensitivity of the data, must be in place throughout the information lifecycle.
	· Solutions should recognize that all information has inherent value and must be readily available to the business units that need it while also protecting it from unauthorized disclosure both while in use and at rest.   Data must be readily available for the enterprise to maximize operational efficiency while protection is required to ensure compliance with both security standards and to protect the privacy of the data.    
	Adopting this principle requires solution architects to careful evaluate the confidentiality, integrity, and availability needs of the data residing in the solutions they develop.  Clients of the solution should not be burdened with excessive security hurdles to get to data required for their business function.  Architects must consider the security and privacy of the data not only through authorized accesses but while it in transit between storage and client and at rest in the storage system.  Cloud-based solutions must be rigorously examined for their policies, practices, and guarantees.  This principle also requires solution architects to consider business continuity, and data integrity protections.
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	Build in Resiliency and Business Continuity
	Include Business Continuity and Reliability considerations in the architecture of each services.

	· Allow service owners, stakeholders and clients to determine the degree to which a service requires high availability (HA).
· 
· Allow service owners, stakeholders and clients to determine to set disaster recovery requirements (RTO, RPO) of a service.  








	Additional cost to maintain the service
· HW/SW/services
· Effort for maintenance

May increase complexity of technology architecture

May impose limitations or requirements on the service’s Production architecture.

May be dependent on certain technologies e.g., database replication; data integrity needs to be considered
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	Use Industry-Standard  Solutions with Minimal Customizations
	Deploy widely-adopted vended or open-source solutions in preference to niche solutions or to solutions built in-house.

Avoid local customizations and use of undocumented features. 
	Reduces the cost of initial deployment and ongoing maintenance: complexity introduced by local changes is avoided. Upgrade path is simplified.

Enhances usability and supportability: global support communities can be leveraged.
	A widely-adopted, out-of-the-box solution may not provide all the features and functions needed by the client(s). 

May result in vendor lock-in.
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	Measure and Monitor
	All service designs should include service measurement and monitoring capabilities.   Communication about service performance and availability in non-technical language, via multiple methods is required.
	· Transparency: 
· Clients can assess performance directly
· IS&T can assess overall performance against benchmarks; don’t have to rely on anecdotal evidence
· Easier to track results of changes to the service 
· Dashboards available to service owners, stakeholders and clients are desired by leadership.
	Clients may expect that failure to meet performance SLAs will be addressed 24x7x365

Additional costs in acquisition, development, maintenance will be incurred.

Not every service requires the same level of measurement and monitoring. It is necessary to assess:
· The level of interest on the part of clients
· The level of effort involved
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	Document and Publish Architectures
	All service architectures should be published in a standard fashion and made accessible to the BU community.

	· Documenting and publishing architectures promotes transparency and facilitates education, broader peer review, and understanding of services to further ensure operational continuity over time. 
	Staff time to create and maintain documentation and answer inquiries.
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	Enterprise Authentication
	Where possible, solution architectures shall leverage Federated Authentication to Boston University central authentication services. This includes internally developed applications and purchased software packages, services hosted on University premises or in the Cloud.

For Web applications specifically, Federated Authentication should point to single Identity Provider (IdP) Service as Boston University authentication authority 
	Allows people affiliated with Boston University to sign in only once (Single Sign-On), using just one 'identity', to various services run by 'federations' of different organizations or institutions.

Concentrates security issues for authentication services in central campus authority

Simplifies future maintenance and enhancements adding new functionality like second factor authentication or displaying certificate owner name in authentication prompt
	Solutions must be compatible with one of the supported Enterprise Authentication mechanisms.  Use of local accounts and passwords must comply with University Identity and Access Management policies

Targeted web applications must run on web servers that implement Service Provider (SP) interface for the Federated Authentication. Single Sign-On will be limited only to web applications that authenticate against the same IdP.

May require the deployment and ongoing management of new services (e.g. SPs)

Configuration work must be done on the application side (metadata exchange) and on University IdP side. For each targeted web application, a decision about which identity attributes should be released is required.
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	Follow Standards
	Follow approved standards in preference to adopting a new standard. 

IS&T Standards will cover a broad spectrum of technologies including operating systems, tools, applications, hardware.
	Limiting the number of different components in the architecture landscape will simplify maintainability and minimize support costs including management of security compliance. 

Maintaining a formal set of standards provides transparency to the community.
	Managing the inventory of IS&T Standards requires staff time to keep the list current. 
May need to overcome a cultural objection to limiting design freedom 

Because the technology choices are constrained, it may be difficult to provide all the features and functions needed by the client(s). 
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	Reuse
	Reuse of existing software or hardware components is preferred over the development or deployment of new components. 
	Promoting zero-incremental-cost: each time we reuse an existing component, we avoid new/additional complexity, deployment costs and maintenance costs.

This results in faster deployment, reduced operational risk and protection of past investments.

	Systems must be monitored to ensure they do not become overloaded.

Configuration management to track dependencies is critical. Impact of a problem with a reused component is increased as many other services may be dependent on it.

May lead to lock-in to legacy technologies and limit innovation.

Because technology choices are constrained, it may be difficult to provide all the features and functions desired by client(s).
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BU Technology Plan Principles
A. Shared Services: Reduce complexity and cost through reasonable standardization.
B. Shared Services: Encourage use of and contribution to shared computing facilities for services that benefit from economies of scale.
C. Secure: Enable compliance with security requirements by making it easy to do so.
D. Secure: Apply appropriate controls to administrative and academic work, respectively.
E. Usable: Adopt open standards whenever possible.
F. Usable: Communicate about service availability and capability in non-technical language, via multiple methods
G. Service Culture: Ensure that service sustainability and continuous improvement are prioritized equally with project activity.
H. Governance: Govern technology services and projects efficiently and effectively including representation that enables shared services across campuses, while balancing stakeholder engagement with the ability to make timely decisions.


3/21/2016 5:52 PM	 	[image: C:\Users\jdebaere\Google Drive\BU-ppt-templates\master-logo-small.gif]
image1.gif
BOSTON
UNIVERSITY





