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Demystifiying Third-Party Vendor Risk in Higher Ed

Welcome to today's Imaging and Campus Webinar, everyone. This is Sean Kennedy, Online Event Production Manager for EDUCAUSE. I'll be your moderator for today.
EDUCAUSE is pleased to welcome today's speaker, Brad Keller, Senior Director Third-Party Risk with Prevalent.

Before we begin, first let me give you a brief orientation on your session's learning environment. Our virtual learning space is subdivided into several windows. Our presenter slides are now showing in the presentation window, which is the largest (inaudible). The tall window on the left is the Chat window and the Chat screen for all of us. You can use the Chat space to make comments, share resources, or to post questions to our presenters. 
We will hold Q&A until the end of the presentation, but we encourage you to type your questions into the Chat throughout the webinar.

If you have audio issues, click on the link in the lower left-hand corner; and at any time, you can direct a private message to Technical Help for support.

Now let's turn to today's presentation. Governing and managing third-party vendor relations is becoming increasingly complex and significant given all the new regulations, technologies, and standards. Many higher education institutions face the dilemma of not knowing exactly where to start when they begin assessing vendors as well as how to do it in a scalable, cost-effective way.
This webinar will focus on how to identify what companies make up your vendor pool and how to evaluate and classify the risks those vendors present. In addition to classifying vendors into functional risk areas, we will discuss best practices in creating your third-party vendor risk program.

With that, I'd like to turn it over to Brad to begin.

Thanks, Sean.

In response to some of the questions I've seen, yes, third-party risk is a difficult and troubling and complex thing. But third-party rick is the real criminal out there. So hats off to you folks for catching something that we didn't catch at the beginning. Hopefully, we're going to understand how to handle risk; and if we can get to figuring out how to handle third-party rick, we'll get that to the end as well.

Let's talk about demystifying risk in higher ed. First, just a little quick blurb about myself…without going too deep into my background – you've got my bio – I've been involved in risk management, I guess, for about 25 or 30 years. I started out as a commercial trial lawyer and brought those skills into contracting and then into risk management. I have built and developed third-party risk management programs at 2 of the top 10 banks and have been intimately involved in a lot of different companies and areas when I was the Program Director for the Shared Assessments Program for a little over six years.

Currently, I lead our third-party solutions practice at Prevalent not only designing what our solutions are going to do but also helping our clients understand how to properly leverage them and use them within their environments. With that as a background, let's dive in a little bit.

We've titled this webinar, "Demystifying Third-Party Risk" because as I go around the country, I led a series of SESO briefings the last quarter of 2016. What we found out was even though third-party risk has been around for a long time, particularly in the more regulated industries like banking and, more recently, health care, there are still a lot of folks that struggle with how do I deal with it, where do I get started? I've got so many IT security and cybersecurity issues to deal with; how do I deal with these within the context of third-party risk?
We're going to talk a little bit about why it's important, just to frameset the conversation. There are extended needs in higher ed, I think more so than in some of the other industries I work with. Then we'll go through, as Sean indicated, and talk a little bit about what are the essential components, what are the building blocks of good TPRM, third-party risk management program? Then we'll get down into really how do you start. How do you get started with this and avoid analysis paralysis?

I encounter an awful lot of companies, big and small, who know that this is something they need to do; but they're just really concerned with and not sure about how do they start. Then we're going to talk about what's happening in best practices and some ways that approaches to third-party risk are expanding and taking a more collaborative and a broader perspective view. One, that collaboration is something that goes on regularly in higher education, so I would think that it's something you would focus in on and understand right away.

First of all, just to level set the playing field of our attendees, let's talk a little bit and have you answer a polling question. The first polling question is you would classify your company's third-party risk management program as: mature, fully developed, implemented and operational; it's operational, which means it's developed but you're still sort of in the process of completing implementation; it's underway, it's truly in development but you've got many pieces of it underway; or it's really just sort of relatively immature, you're there, you're in the very formative stages.
It will be interesting to see where are folks in the spectrum here.

[Pause for responses] 
Could you resize that, Sean? I don't see that; I don't see the answers.
[Pause]

Okay, so it looks like the majority of folks are either relatively immature or you have something that's underway. As I suspected, we've got a very small percentage that say their programs are mature. That's actually pretty consistent across the board, so I don't want folks to think that higher ed is somehow singled out in this. We see very few people who have a very mature program. That generally happens more in financial services because they've had the regulatory push to do that for some time. Thank you, that helps me understand where the audience is.

Third-party risk is really growing, and what's up right now are some recent study information from the Ponemon Institute. They did a comprehensive look at data breaches and where they were coming from. While a particular data breach may have been the result of malware, it may have been a failure of patching, what Ponemon did was take the next step and said, "Okay, but where is it? Is it the ultimate parent company, or did this happen at a third-party service provider that a company had retained?"

Interestingly enough, we found that almost two-thirds of all data breaches are attributed to a third party. It's someone that you have outsourced a process, service, or a product to that is the cause of your institution having suffered ultimate data breach.

The flip side to this and what becomes very troubling is that while this is going on, very few organizations rank themselves at being effective at mitigating or managing third-party risk…in fact, not even 10%. So what we see is we have a huge gap here between the risk environment, which is very real and may be happening as we're having this webinar, and the institutional response. So we have a large problem that we don't have anyone doing a very effective job of anyone managing or mitigating that.

Within higher ed, your pain points are particularly important within third-party risk. More so I think than anyone else, you're going to have to turn to outsourcing maybe even more than other industry groups. Well-pointed studies that I've looked at already in this half of the year indicate something that I'm sure you're all painfully aware of; you've got some real staffing and resource constraints. It's hard enough for institutions to find the funding for resources to manage their own information security risk, much less manage that information security risk at outsourced third parties.

So the assumption is to address a lot of that, higher ed needs to be outsourcing…to have somebody else have the resources to manage these risks. The problem that creates is something that I refer to as the spider web effect. What we're seeing is vendors themselves are also outsourcing. Vendors make the same business decisions that everyone else makes about what of their services or what they do would it be more cost-effective and efficient for them to outsource to someone else. What happens is we see more and more vendors are subcontracting. So if you've got someone who is actually providing you with a data center or hosting services, they may very well make the business decision to outsource that data center backup. Now, suddenly, your data is somewhere else.

As this happens, the spider web of interconnectivity and movement of data happens…not just to the third parties, but to their subcontractors, and on and on until we have sort of an nth party of possibilities of companies that have your data or have access to your systems.
The other problem that we have when we look at some of the pain points around third-party risk is that thee assessment itself is a very static viewpoint. Vendors, even if you do have the opportunity to assess their IT security controls and their data privacy protections, that's a point-in-time look. The look that you had six months ago may not even be relevant today. They could have changed their environment; they could have decided themselves to go and use cloud-hosting services. So using assessments to determine how well third parties are managing risk for you is very static and gets stale very quickly.

Of course the other pain point we talked about is the lower staffing levels. The lack of skilled resources certainly from a full-time standpoint make schools prime targets. Now, not only does it make the schools prime targets, but one of the reasons why criminals look to outsource third-party service providers is it gives them access to the broadest possible range. 
A good example of that was the recent Sabre data breach. Criminals were able to get into the Sabre reservation system, and that let them get into the reservation systems of something in excess of 35,000 different hotel properties because of the number of hotel organizations that use Sabre for their reservation systems. So if a criminal wants their highest invest return, what they're going to do obviously is they're going to target those companies that give them access to the most data information. So vendors become the real target there, adding to the complexity of what we have to look at.

We've talked a little bit about the pain points. What's really important here, and a litmus test that I like to use is we've asked about where you are as far as the maturity of your program; but what I'd like to talk specifically about and get some insights about is where are you with contracting. So do you conduct a comprehensive IT security and data privacy assessment of third parties that provide high-risk goods and services before executing the contract; before executing at least half, 50%, of third-party contracts; at some point during the first year of the contract or rarely? Do you just rely more on the terms and conditions of the contract itself?

We'll wait just another moment to see what our answers come in as.

Good, it looks like about half of you are doing it before. The reason why this is in here is it helps you understand the formation of your third-party program. Not assessing a third party before you enter into a contract for someone, again – we talked about high-risk goods and services – you run the very real risk, and I've seen this on too many occasions, of bringing in a vendor and you go to assess them at some point in time after the contract has been entered into only to find out that they either don't have or can't easily implement the kinds of IT security controls that you need. That becomes particularly problematic once the vendor is onboard and providing you with the service. To change out that service can be difficult and time consuming, and you may not have the basis actually to change that vendor out. The vendor's position is going to be you signed a contract, we did the work, and now you're changing the rules and requirements on me…that are different than what's in our contract.
So it becomes really important to make sure that the provisions aren't only in the contract but the vendor can execute against them. One of the things that we found when there was a lot of credit card breach, when the payment card industry updated their requirements, is there were an awful lot of vendors who said they were PCI compliant, payment card industry requirements, only to find out that they weren't because no one had checked. This is why, at least within financial services a decade or so ago, the regulators came in and said, "You can't just rely on the terms of your contract. You have to do something to validate that the vendor is capable of executing those obligations."

So for those of you folks who are only relying on the terms and conditions, I would suggest that you may be subjecting yourself to an unknown risk. An unknown risk, an unidentified risk is really the worst kind because you don't know what is happening, and you really can't quantify it much less educate your upper management, your boards, your committees, on what risk you're subjected to by outsourcing certain things and by using certain vendors.

So with that as a background – and thanks, Sean, if you'll pull that down – we talked a little bit about the need for outsourcing in higher ed. It's interesting; I went through some of EDUCAUSE's, and you guys have got access to some tremendous resources. I have been very impressed with the resources that are available to you on the EDUCAUSE website, so your memberships are certainly very valuable. But these are the things that EDUCAUSE identified as some of the top IT issues for 2017, and all of them contribute to an area of exposure within third-party risk.

The low staffing levels, the fact that you're very complex and very spread out…all of this makes it very difficult to have sufficient resources to be able to address this. So I'll leave you to your EDUCAUSE materials, which go into these in depth; but these are the things that sort of highlight why you need to be outsourcing and just sort of reinforces what those risks are.

So with all that – the importance of third-party risk, the fact that it's a growing component of higher ed's IT infrastructure, if you will – let's talk about the components of a third-party risk program. They really fall into three primary categories. There's program definition, execution, and management. 
Program definition really is how you structure your program. This piece is the foundation; this is the piece that you have to get right. It's the foundation of your third-party risk program. It's what you've built your house on, and it starts with the very basics of governance models and then certainly policies and procedures and then contracts and agreements. All of these have to be written up. What we see happen all too often is an institution recognizes that they need to be doing some third-party assessment, so they just jump in and they start assessing third parties without having any policies or procedures or standards to assess them against. 
Now, what happens then is there's a lack of consistency; there's a lack of conformity; it's difficult to know who within the institution is responsible for what. So it's really important that you've got this good foundational piece one. 
The execution piece, that's where you get into actually conducting the assessments: what do you run, how do you manage it, how do you train people, how do you do your reassessment?

Finally, the third piece which is equally important is how do I manage the program itself? How do I make it better? How do I know that I'm delivering against standards? We've scheduled to do X number of third-party vendors a year, but we didn't anticipate having to onboard twice as many new vendors. So how do you manage that? This is all how you plan and manage your program. What we're going to go into today is going into a little more depth, particularly in program definition because it is so terribly, terribly important that we get this right. 
Before I get into a little deeper dive on the different pieces and components of the program, what I do want to do is encourage folks – as Sean mentioned at the beginning – if you've got questions, if you've got thoughts, please put them into the Question box. We are reserving time at the end of the presentation to review those, and we will certainly get to as many of the questions as we can. So don't be shy. If you see something, if something pops into your head, please go ahead and drop it into the Question box.

Let's talk a little bit about governance. This is where you establish your formal governance model. It's going to be based on your own organizational structure. I say that because in having developed and helped companies develop programs over the years, what we've found is there's really no one right way. What you have to do is build one that fits your structure. 
So if you're an institution that has multiple locations, I think in terms of the University of North Carolina system because that's where I live, and the number of different geographically-located institutions – you've got the University of North Carolina in Chapel Hill, you've got Wilmington, you've got Greensboro, et cetera – each of which operates to a large extent pretty much independently under a general corporate governance for want of a better term. 
So the model that looks like if you add an institution that's got multiple locations, all of which report back to a central source, is going to look different than if you're a one physical location university managing things there. The key is to create a formal governance model for that with very clearly-defined roles and responsibilities around third-party risk management. I say that because there are a number of different stakeholders that have to be at the table for this.

Obviously, your information security folks have a place at the table. If you have a separate privacy organization, they need a seat at the table. If you have procurement or supply chain, contracts, human resources…what you need to do is take a step back and say who all has a stake in the game when we come to looking at outsourcing third-party services?

By a stake in the game, that is who may be impacted by this. Certainly, HR is involved because they're going to set requirements and help you understand what kinds of things from a background screening you may want your third parties to do. They're also going to help you understand what they outsource. Accounting services and HR services are very, very frequently outsourced; and they've got all the keys to the kingdom. They've got all the data on your employees and all of that information that criminals want to have. So you need to have at the table the stakeholders who have got a piece and have got a component of what they do, of what they deliver for your institution that may be, or is in fact, outsourced.

Then you've got to clearly define your strategies and your goals around your program itself. What are you trying to do? How do you handle the onboarding of new third parties separate and distinct from how do you manage existing legacy vendors? They need to be held to the same standards, but there's going to be a slightly different process for that. So what is your strategy? What are your goals? How are you going to manage your vendors? Which vendors are you going to look at? Really coming up with a well-defined program that sets those goals and objectives and the parties responsible for delivering against those goals and objectives is really important.
Then thirdly, a big part of governance is what is your institution's risk appetite? How much risk are you willing to take on? That starts, and we're going to talk a little bit about how you make those determinations in a later slide; but it's really about what's the risk appetite for the institution? How much risk are you willing to take on? What is that flavor? What is the institution willing to do? Then you base your control environment and your objectives on how much risk you're willing to take. So there's a real give and take that goes on when you're establishing your governance here.

A little quick review of policies and procedures…pretty much what they are. This is consistent; and it applies, regardless of what you're doing, to all policies and procedures. They've got to clearly define roles and responsibilities. You want them set at an enterprise level. What's highlighted here in bold is vendor risk has now become a Board-level responsibility. 
If you look at the regulated institutions, at a lot of the non-regulated industries that I work with there are Board-level committees who are responsible for third-party risk. In fact, within financial services, the OCC has gone so far as to say that the Board and senior executive management have to be proactively involved in the entire third-party risk life cycle. That's how much risk is there…mainly because third parties are really key business partners, much more so than just someone you're contracting with for services, when they're delivering critical pieces of your infrastructure.

Before we get into how do we execute against this, how do we make this work, I want to ask you a third polling question. That is: Do you have a current and accurate inventory of your third parties, including the services you provide? This is a critical piece. So which of the following responses best describes your situation: You have a complete current inventory of all third parties, and they're categorized by the services provided; you do have a current inventory of all third parties, but not all the services they provide; you track new third parties but you don’t' have an accurate list of legacy third parties; and then, thirdly, you don't have an accurate inventory of either.

I've put this polling question in here because it really starts the process. You can have great governance. You can have a foundation of policies and procedures and program manuals. You can have everything firmly established…great contracts with all the right clauses. But if you don't have an accurate current inventory of who your third parties are and what they do for you, then you have nothing to apply this program against. 
The numbers that are coming up are pretty much consistent with what I would have expected to see. I am no longer surprised, but I am continually a little baffled that this continues to be an issue. And I see it even in very large institutions, some of which are regulated. Very few companies can even answer that they've got a current inventory of all third parties but not all services that they provide. So this is terribly important. The numbers that I'm seeing in your responses are pretty consistent with what I see every time I ask this question, but that doesn't underscore the need for that. So let's talk a little bit about what that means and how you get to the third parties because, obviously, if you don't know who your third parties area, you really can't assess them; you can't manage whatever risk they're exposing you to.
So it's important to know who your vendors are. There are a variety of different ways that you can get at this. So how do you identify them? Well, some of that, obviously, comes out of your contract agreement; some of it comes out of procurement. Accounts payable is probably your best look. Very few companies will do something for nothing, right? So if you've got someone who is providing you with some kind of significant or substantive service, they're being paid. Accounts payable at least will put you down the path of what they are, how much they get paid, and take you or lead, hopefully, to get at that contract so that you can find out what the services are. 
I will tell you that at every company where I have helped develop, mature, or build family scratch a third-party risk program has started with a comprehensive review of determining who our vendors were and what they do for you. The most challenging one becomes the legacy vendor. You've got a vendor who has done work for you for an extended period of time; and while there may be a six-year-old master service agreement, it may be challenging sometimes to find out everything they do for you. There may have been new statements of work added. Obviously, over time they do more for you. They may do more for other organizations within you’re institution. They may do work for other pieces of your institution around the state. So legacy vendors are something that you really have to focus on and make sure that you've really got them in the fold.

Now that you know…once you know who they are, if you've got the list, here are the pieces of the puzzle that become really important. We're going through this because this all helps you understand how to get started. This will take the stress out of what vendors do I look at first? What type of services are the most critical for me to be concerned about? So you need to know what they do and how they do it. What data do they access? What systems do they access? Most recently what's been added to the first two about data and system access is how important are their services?
It's a question of availability. When we look at availability, what we find are vendors that we didn't think were that important – they weren't high-risk vendors because maybe they don't have access to a lot of confidential private information, PII, PHI, what have you – but their services are critical to your institution being able to deliver your services. It may be an enrollment system. It may be a scholarship-hosted site. What services are provided to you by a third party that if they went away impairs your ability to provide services to your constituents?
In many instances, this is as important as data systems from a standpoint of rating how important these services are. Ultimately, and we're going to talk about how you get there, you're going to score your vendors and your vendors' vendors based on these criteria. So first we're going to look at what data do your vendors access.

We've got protected health information, PHI; personally identified information, PII. There's a whole alphabet list of different kinds of data that people access. You need to classify and have this be part of your organizational structure what data you classify as high risk, medium risk, or serving no risk. This gets you to being able to risk rate what people do for you and the risk that a particular vendor presents to your organization. 
In addition to what data they access, it's really important to know data location. Where is the data and where does it go? It's really important that you know where your data is going and what your vendors are doing with it. I've encouraged everyone I've ever worked with, and anyone that talks to me about their program, to get a data map. Get a data map and diagrams; get them annually; get them at onboarding; require the vendor to update them if anything changes. 
This becomes particularly important because it helps you identify when the vendor is no longer directly in control of your data or when they may have outsourced to an overseas location…possible cross-border issues. It's going to identify the use of subcontractors. You need to know where your data is going so that you can understand the risk that data is subjected to. You may have a third party that's in violation of contract because now they've got data that's going to India, the Philippines, Ireland, wherever. Cross-border becomes even more now with all the new EU standards for data privacy protection that are coming online in another year. So it's not enough to just know what kind of data; it's critically important to know where that data goes. So we talk about data.
The next question is: What systems can your vendors access? You now know what kind of data is involved, but now what you need to see is what systems are they accessing. That becomes really important because you need to know what kinds of authorization/authentication controls the vendors have in place. It should mirror image yours, assuming that you're using a best practice for these systems access. So you need to know what systems and how they're going to do it. You need to understand the connectivity. That was the lesson we all learned from the Target event…is not just what systems can they access, but where they can go from there?
So perhaps the system that they directly access, their authentication and authorization requirements are fine for that system; but once they're there, they can go somewhere else. That carriers with it a higher level of authentication requirements. So much like with data, you have to deal with your systems and know what systems they can get into initially and what other systems they may be able to find their way into once they're there. 
Know the risk that that's presenting. What we're building here when we look at what systems, when we look at what data, is ultimately what we're driving towards are the security requirements we're going to have the vendors put in place. Because ideally, the vendors' security requirements and data protection requirements should mirror image what you have in your institution. So in finding out and getting all of this information from outsourcing this kind of service allows us to establish those requirements.

Finally, it's the level of criticality. How critical are your vendors' services? This is where you need to go in and make some determinations around how critical is what the vendor is doing for you and how their inability to deliver affects things. It's important when we're looking at availability that we remember the contract remedy provisions can't replace public trust, and they're certainly not going to fix reputational issues and certainly not loss of revenue. 
So while you may have a contractual remedy that lets you have some kind of recourse or indemnification against a third party, if something goes down that doesn't fix the intangibles and the cost of lost revenue, the tangibles. What happens when that occurs? 
So how do you establish availability requirements?
Really and these are sort of what we're seeing from a best practices standpoint. You'll pick the level that's right based on the kind of down time that you can have…24 hours, 3 days one week. I was in a conversation last week at a conference where the first level was 1 hour, 12 hours, and then 3 days. So you'll decide, and you'll put this up into your governance documents, what your level of criticality is around availability. And establish the impact of each that you can around revenue and reputation. So that's what's happening with availability.

All of these criteria help us come up with a risk-based vendor rating. I've recently become troubled by the fact that this is the terminology we use; we call it a "risk-based vendor rating." But really, what we're doing first and foremost is we are risk rating the services; and then we're applying to the vendors who supply those services. 
That's important because in all the things we talk about, if we outsource this service…what data is involved, what systems can be accessed, how important is availability to the institution…all of those are allowing us to define and determine the inherent risk associated with outsourcing the service. This is done without regard to the vendor who is supplying the service. This is the inherent risk classification. It tells us what requirements we're going to hold any third party to that provides these services to us based on the risk of outsourcing this kind of activity.

So we go through and we look at the three pieces. We establish standards for what requirements we're going to impose. That allows us then to get to the residual risk. This is all the work that needs to be done before we've actually created and performed an assessment of a third party. We need to know what we're assessing them against. We need to do it in a consistent, standardized, and uniform way. This is what gets us to that point.

We can now risk rate things. It tells us how to get started. You can identify from a risk rating perspective and be able to prioritize the outsourcing of what services create more or less risk to your institution. That tells you which services to start with. That then is going to tell you which vendors to start with when you start doing assessments. 
I say this because it was interesting. I mentioned at the beginning of our conversation that I had done sort of a SESO briefing across the country. It was from Washington D.C. all the way to San Jose in the fourth quarter of last year. What we did there was we had anywhere from 15 to 25 SESOs in the room, and they told us what kept them awake at night when it came to third-party risk. What was interesting was more than half of those SESOs said, "I don't know where to start. I don't know how to determine which vendors or which services I need to start with." That's why what we just discussed is so important because it gives you the assurance. It gives you the ability to say here's who we're going to assess, here are the services that are riskiest for us, and be able to document that and explain that to others.

So how do you risk rate your vendors?

We've done all this work; we've got it all in hand; and now we're going to create these risk ratings. It's going to allow us to prioritize. It's going to allow us to create residual risk and determine which vendors may need to have remediation efforts, which vendors we may need to consider replacing. But it allows you to risk weight this and come up with a meaningful standardized report for your management group, the kinds of key risks, and the amount of risks that the institution is being exposed to.
One key thing that you want to make sure that you do as you go through this is as you do your assessments, as you perform your assessments and do this work, what you want to make sure is that you validate. You've come in and you've said a vendor is providing you with this service, and that service presents a moderate risk to the institution because of the data that's involved with systems. So you only look at that vendor every three years. 
So you do your assessment, only to find out that you get guess what? One of the groups that uses this vendor has changed things, and they now have access to systems or data that puts them into a high-risk category. Well, now you need to reprioritize that vendor; they've gone into a different risk pool. You need to change what they're doing for you and the kind of assessment that you're doing against.

We’ve talked about creating your program, what are the foundational elements of how you can get over analysis paralysis and start your program; to know how you're going to do your vendor assessments – who you're going to start with, what services present the most risk for you. So you know this; you can do your assessments; you've got good standards; you've got requirements to impose them upon. But as we see from a best practices standpoint, the vendor risk assessment is only one piece of the puzzle. There's really a broader perspective from a best practices standpoint that's coming to third-party risk. As I mentioned, the assessment is a static point in time investigation. It gives you due diligence that lets you know.

What is coming now and what we see from a best practices standpoint is more continuous threat monitoring. Continuous threat monitoring provides you with really two pieces. Sometimes it's called continuous; sometimes it's called ongoing. I know whenever I first started to talk about this concept, I thought about trying to take the drink from the firehose. It's really important when we think about continuous threat monitoring that we make sure that we do this in a way that provides us with easily digestible and approachable information. It doesn't go any good for you to get huge amounts of data in if it's more than you can digest or respond to.

So when we think about continuous threat monitoring, it's one of those things that are happening with my vendor, with a particular vendor, that causes more risk. A lot of times, these are things that happen outside of the four walls of the contract. It's has there been a data breach? Has there been a lawsuit? Has there been a regulatory action? Have they been the subject of severe and significant malware-based phishing activity? What are all the things? When we look at continuous threat monitoring, these are your (inaudible); these are your key risk indicators that tell you that something bad might happen with your vendor between the time you last did the assessment and the time you're going back and all that information that happens outside the four walls of your contract.

An example of this would be we had a client who was in the process of negotiating with a new third party. They were looking to replace a service that Oracle provided them. A new vendor said they could do it much better, faster, cheaper than Oracle. My client agreed; and they were going to take about $1 million savings to the budget, which they took to their budget and plan for the next year, only to find out shortly after they'd entered into the contract that particular company was involved in a lawsuit with Oracle where Oracle was claiming patent infringement. This was not determined and certainly wasn't offered up by the company during contract negotiations because their position was that they would be successful and it wasn't going to have material impact.

Lo and behold, the court issued an injunction; and this company was no longer able to provide that service to my client, who then had to go hat in hand back to Oracle, renegotiate that contract, and find a way to put enough of the $1 million that they had into their budget for the service that they had already taken out. So there are all kinds of things that happen on the periphery…legal actions, breaches that may occur at a physical location where they don't manage their data. But I would suggest that if someone is hosting your data in their Scottsdale facility and there's been a breach in their Syracuse facility, that's a good indicator that there may be a problem in Scottsdale because they probably follow the same IT security controls and protocols. So ongoing threat monitoring becomes really important.
The third and new piece is collaboration. How can you take time, effort, and energy out of the assessment process, out of the monitoring process, by sharing information with other institutions who use the same vendor for similar services? I think it's very notable that the OCC just came out with a regulation, and we've been pushing them to have a formal response around collaboration now for years. Going back, I know the first conversations I had with them were probably five years ago. What they've actually come out and said is yeah, collaboration is a very effective way for institutions to reduce their cost and time to do assessment due diligence. 
So you can share information, you can learn more. So when you've got a vendor that you need to onboard and move quickly, if you had that information available to you very quickly and on the spot, in an existing repository from one of your peers who had already performed that work, things would happen much faster and much more efficiently and in a better cost-effective way. So collaboration is really an important component of this. It's something that Prevalent has been driving for a while. We now have a different repository that we work with and networks, and we're very pleased to see the regulators come in and confirm this approach and validate that collaboration around assessment due diligence and ongoing monitoring is really an important component and a viable one from a regulatory perspective.

With that – and I know we've been on a pretty quick giddy-up, I want to save some time and turn to questions. We've got a number of them in. For those of you who have something that you'd like to know or have more clarification on, please lob those in. I'm going to take a look at some of the questions now.

One person asks that breaches have centered around password and system vulnerability, not third-party risk issues. Can I clarify how you tie these two together?

I can because any IT security controls or breaches that might happen at your institution are the same things that might happen at your vendor's. So it's interesting when you go and dig deep into – that's why the Potoman study was so interesting. They talked about a breach happened, and the breach happened because of ransomware or malware. You dig a little deeper and find out that it was ransomware malware that was ingested at a third-party service provider. So that's why it's really important when you look at your IT security controls and what you need to have in place to prevent this, those are the very same things…a mirror image of those need to be happening at your service providers if you outsource that kind of activity. That's how all of that ties together.

What I usually say is just replace "I need to have the following controls in place" with "My third party needs to have the following polices in place." Hopefully that helps tie that together.
The next question is: "How do you check vendors? How do you know what vendors are doing?"

That's the assessment process. The process that we use for doing vendor assessments and sort of the standard is called "trust but verify." The trust part is the vendor questionnaire. That's where you send out questionnaires to the vendors. Share Assessments has got some very good pieces on this that's been built up over the last, I guess, 10 or 12 years. But the first is the self-reporting from the vendors of what they have and how they do it.

The next step to that is how much of that do you need to verify. For example, you're going to ask them questions. They're going to tell you what they do and do not do. You're going to want to compare that to what are their – you've gotten their information security policies. What does their policy say they do? Have they gotten assessed by some independent third party? So have they had a PCI or an ISO certification done? What documentation do you have – whether it's the organization's own documentation or some kind of report prepared by a third party – that you can use to validate what they've put in their answers that they do what they do.

I will tell you there are many occasions where I have gone through and reviewed a vendor questionnaire, and they've said that they don't do certain things which is required that they do in their policies. Maybe that's frequency of vulnerability assessments; maybe that's frequency of penetration testing. That's a real highlight, and it says why are you not following what your own policies dictate that you do. That's a pretty serious warning flag because if they're admittedly not following policy in one area, you've got a pretty good likelihood that they may not be following policy in other areas as well. Some you may not have asked about; some they may not have offered about. 
So it's really about the trust and verify. Of course the ultimate verification is the boots-on-the-ground, on-site assessment to validate what a vendor is doing. That gets done for certain services. We see that happening a lot with regulated industries just because the regulators require it. But that's sort of the ultimate verify. If they don't have a SOC2, Type 2, if they don't have any independent verification of what they do, then you're going to have to go boots on the ground.

Let's look at the next question: "How do you address vendor contracts that limit your ability to verify the security protocols, i.e., forbid pen testing of their off-premise solution?"

Pretty much – and I ran into this when I was at one of the banks because I was on the committee that approved vendors and what they did and reviewed the assessment reports. If you got where it's important enough to know that pen testing is being done, you don't have to do it. They should either be doing it, or they should be having an independent third party do that; and they should be providing you with the results. I would say if you've got a vendor contract that doesn't allow you to have any information around penetration testing or vulnerability assessment, then you have to find a way to fix that contract because I understand someone wanting to forbid you from being able to do some type of testing yourself. 
Back in the day when we first started doing pen testing, pen testing broke things. No one wants to get broken. But they should be willing to do that themselves and provide you results. Most vendors will have a third party come in. They have that third party do those penetration tests and provide you with those results. 
I'm going to move quickly here so we can get through a few more. "Something just occurred to me. Will we see these poll responses show up in a white paper somewhere talking about how unprepared we are?"

I believe the poll results will come up. The presentation will be available afterwards. If it's not going to be part of it, we will make sure that a slide gets worked and put into the presentation that gives you those results.

Something else that you can do…when I was with Shared Assessments, and they're about to kick off the third round of that, Shared Assessments worked with (inaudible). They've got a vendor risk management maturity model that was used to conduct benchmark testing. It's been done twice now, and it's benchmarked against 500-some-odd companies. They indicate how mature they are in eight different categories of the different components from a best practices standpoint of what they have…so do they have it and how mature is it. It's a great study. It's broken down and, actually, because financial services is so far ahead of everybody else, that's actually pulled out; so you can see the total results, and you can see the results for non-financial institution companies. So that would give you a really place to see from a maturity standpoint where you are against other non-regulated peer groups. 
I would also suggest the Vendor Risk Management Security Model at Shared Assessments is free. I would encourage you to download it, take a look at it. I'm a little biased in that I'm one of the principle authors of that; but it is one place that you can evaluate the maturity of your own program from the standpoint of what components are there from a best practices standpoint.

Next quick question: "If a vendor goes to the cloud, how does a client ensure the tertiary vendor also meets your security risk standards?"

That's the $64,000 question. That statement will resonate for those of you who are as old as I am; and for the rest of you, it just means it's an important question. The best way to know how well your vendor is managing anything they subcontract is you want them to have a valid, viable third-party risk management program themselves. You have to approach this from a programmatic way.

For example, do they do assessments? Do they conduct an IT security and data privacy assessment prior to entering into a contract with a vendor, prior to providing them with any data? So your best first line of defense, whether it's a cloud vendor or anything else, if you’re vendor has a subcontractor, you want to know that they have a robust program for managing what they outsource and that they're minding the store because it's really all you've got at that point because you don't have a direct relationship with them. There are various contract ways to hold them accountable for that, but it all starts with making sure that they've got a good, viable, valid practice.

I think we've got time for one more: "I'm curious if there are any existing templates and guidelines where we could (inaudible) this effort rather than beginning from scratch?"

There are. I know that EDUCAUSE has got some assessment tools. As I mentioned, Share Assessments – and obviously, full disclosure, I was a former Program Director – they've got questionnaires that aren't free. Unfortunately, they're for purchase; but they do represent sort of a best practice of all the questions you could ask, so you don't have to figure that out on your own. 
I do know that we are right now talking with higher ed about creating a repository with some standard questionnaires and talking to EDUCAUSE. I think that's a good place for you to work…is within EDUCAUSE. As a membership group, what should be the questions you should ask? The group mindset is going to be more valuable than a single. So perhaps you can put yourselves together a good working committee, working group, to solve those questions.

Here's another question; I think this will be our last one: "Do you recommend review frequency based on risk (inaudible)? Which way do you lead?"
Yes, the common best practice here is if you have a high-risk, critical-risk – whoever you rank as vendors who are doing your highest-risk services, that is at least annually. Vendors that fall into lower risk, a moderate risk category, that's two or three years with the caveat that at least annually you meet to ask them three questions. We're talking 12 to 18 questions just to validate and make sure that the nature of what they do for you hasn't changed so that they've moved from moderate to high.

And low-risk vendors, a lot of folks look at them when they come onboard. Again, that's a periodic questionnaire just to make sure that the nature of what they're doing for you hasn't changed so that it's changed the risk profile.

Unfortunately, I think with that we're out of time. Thank you for your patience and attendance and all of your good questions. Hopefully everyone found this to be beneficial and useful. Thank you very much.

Thank you very much, Brad. We really appreciate you leading today's session.

On behalf of EDUCAUSE, thank you for joining us today for an engaging session and conversation. Before you sign off today, please click on the session evaluation link which you will find in the bottom left corner of your screen. Your comments are very important to us. The session recording and presentation slides will be posted to the website later today. Please feel free to share those with your colleagues.

On behalf of EDUCAUSE, this is Sean Kennedy. Thanks for joining us today,
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